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(57) A. copy protecting method' for an -optical 
medium indudes a writing step (FIG. 2, S113, FIG. 3, 
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Description . v-v. • • « ■ r.-. : . ; -. 

I 0001 ! ™s invention relates to copy protection of recording data in a disk recording/reproducing system (medium, 
recording apparatus, reproducing apparatus). - 

5 [0p02] : Further, this invention relates to copy protection for a data recording medium which requires a dishonest copy 
. preventing process for protection of copyright or the like. , • . , ; . : . r 

[0003] Further, thisr invention relates to copy protection for, a reproducing apparatus for reproducing data from a data 
recording medium such as an optical disk by use of convergent- light obtained by converging a laser beam. 
[0004] Conventionally, the copy protection technique has been used: for protecting the copyright of a video software 

10 or |he like. As a typical sxsmple.of a softwarefwhich requires copy protection,^ DVD video disk and DVD-ROM disk 
using a digital recording system are providedXPVD Js an abbreviated term for indicating a digital video disk or digital 
versatile disk). Conventionally, the encryption technique has been used lbr copy protection for the digital recording 
video-softwares.-;.. ; p.m.--; b- * ■ . - j p '-'i/j^i; "'-V ■ t -c- 

[0005] s The copy protection method using the encryption technique is effective in the DVD;video disk or* DVD-ROM 

is disk in which encrypted : data ispreviously recorded. However, in the case of a DVD-RAM in which the user can .Kerch/ 
record data, the following problems occur. , ; ' • r) . .. ; . :: : ^ 

s(1) It is difficult to manage the encryption key necessary at the time of encryption; , 0 / ; — ^v- 

: (?) & ,s difficult to attain a strong encryption process for a.disk recording/reproducing apparatus (such as. a DVD- 
20 . RAM i;ecorder:capable of effecting the digital, recording and, reproducing processes like an analog video cassette - 
recorder which is widely used) which is put under the control of the user and the encryption tends to be deciphered: 
^3) In a case where the encrypting and decrypting processes can be effected on the disk recording/reproducing 
. apparatus sjde, a, copy of th$ content of data which is required to be protected from being copied can be easily 
? : made by effecting a process of decrypting data whichjsjormed and. encrypted by the user by use of another disk. 
25 recording/reproducing apparatus and then enci7pting thedata<again. : - , ' 

[0006] As described above, when the recording/repro^^ video data is considered, it is difficult 

to effectively attain the copy protecting function using the encryption technique. : . : , v r 
[0007] > Further, if an attempt is made to effect the copy prptecting process by use of an independent method for the * 
30 DVD-RAM data recording medium on the DVD-RAM driver side, there occurs a problem that the copy protection 
processing circuit will become complicated when the data recording medium is reproduced by use of a DVD-ROM driver 
or fte DYD : ROM disk js reproduced by use of a DVD-RAM driver (this;may : cause the product cost of the DVD-RAM 
driver to increase). 

[0008] An object of this invention is to provide a copy protection system which stably and strongly prevents dishonest 
35 copying for a recordable digital data recording medium such as a DVD-RAM disk and can be commonly used for various 
types of darta recording media containing reproductioi^onry data recording mediao . -<-*:. 

[0009] This invention is a copy protecting method for an optical medium comprises a writing step of writing watermark 

dat?i as ECC data in a data storage area of a disk havir^ a certain data stored therein. <••. 

[001 0] And it further comprises an extraction step of extracting the watermarkdata from the ECC data of the d;sk; and 

40 a determination step gi comparing the extracted watermark data with collation data and determining a validity of the 
disk based on the result of comparison. ... - P ( - ;:t .... 

[001 1] Based on the above feature, this invention prevents : the dishonest copying process: as follows. Now, consider . 
a case wherein a third party who wants to effect the dishonest copying of a disk attempts to dishonestly, copy the disk 
into, another disk by use of a, disk reproducing apparatus and a disk recording apparatus which receives an output 

45 thereof. When the third party loads the disk on the reproducing apparatus and reads the disk, storage data such as 
video image js output as it is from the reproducing apparatus, but the watermark data is eliminated together with other 
error data by an error correction circuit since the water mark data is ECC data. Therefore, only the storage data having 
the electronic watermark data eliminated therefrom is output from the reproducing apparatus and supplied to the 
recording apparatus. As a result, the recording apparatus records only the storage data having no electronic watermark 

so data into a new disk. ... : ? • / ^ - « 

[0012] Next, if the copied disk is read by use of a reproducing apparatus having 1 an electronic watermark collating 
function, the: electronic .watermark cannot be extracted and the collating process cannot be effected and the disk is 
detected as an invalid disk Thus, a copy-protected disk which can be prevented from dishonest copying by use of a 
normal disk reproducing apparatus and disk recording apparatus can be attained; The electronic watermark collating 

55 process is effected before the electronic watermark data is extracted by the error correction circuit . v - «y 

[001 3] The copy protecting method of this invention attains the copy protecting function by eliminating the electronic 
watermark data at the time of dishonest copying by the third party by use of the error correction circuit which is ;normally 
provided in the DVD reproducing apparatos^.^ .. . . , . y s . v 
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[001 4] Further, this invention is an optical medium comprising a data storage area provided on a disk, for storing data; 
and a plurality of ECC blocks provided in the data storage area, for storing watermark data as ECC data together with 
a certain. data. . . : * . ■ r .- = ** 

[0015] This invention specifies a disk in which electronic watermark data used for the' copy protecting method is 

5 stored. In the disk, electronic watermark data is storedas ECC data in each ECC block of the'data storage area. In the 
reproducing apparatus, the electronic watermark data is read out and compared with the*collatibn data. In this case, if 
the similarity of certain level or higher level can be attained between them, the disk is determined as a valid disk having 
the electronic watermark. However, if the similarity of certain level cannot 1 be detected,- the disk is determined as an 
invalid disk and an error is displayed and disk reproduction is interrupted. ~ ' . w: ; J *•-■..> .i *■ i 

10 [0016] Further, this invention is an optical disk reprodudrig apparatus comprising extracting means for extracting 
watermark data from EGC data of a cOsk in which the watermarkdata is stored as the ECC data in ai date storage area 
of thedsk having a certain data stored therein/* :. * #■."•■..-■ v'* .•..-/-•. # 

[0017] And it further comprising determining means for comparing the extracted watermark data with collation data 
and determining a validity of the disk based on the result of comparison; and output mekhsWeOirun^ting the error data 

15 and watermark data from the certain data based on the ECC data ard then outfitting the certain • '' 

[0018] This invention specifies the reproducing apparatus having the electronic watermark data collating function for 
copy protection. That is, the electronic watermark data stored as the ECC data is extracted by the reproducing appara- 
tus and compared and collated with the collation'data stored in part of the recording area of the disk; for example. In 
this case, if the similarity of certain-level or higher level can be attained between them, the disk is determined as a valid 

20 disk having the electronic watermark, and if the similarity of certain level cannot be detected, the disk is determined as 
. an invalid cfisk. •: • ■ > z : .. Vv\ ^ . < ■ .*••"£ •• .vv* 

[0019] Further, r since the electronic watermark data is eliminated as ECC data by the error correction circuit after the 
collating process, 1 image data or the like can be recorded if the output of the reproducing apparatus is connected to the 
recording apparatus to dishonestly copy the disk into a new disk, but all of the data containing theelectronic watermark 

25 data cannot be copied. As a result, a reproducing apparatus which can realize the easy and strong copy protection by 
use of the error correction function can be provided. 

[0020] ' This summary of the invention does riot necessarily describe all necessary features so that the invention may 
also be a sub-combination of these dBBC^b^siibar^'^ %,m: ^ ^ 1 >; 

[0021 ] The invention can be more fully urider stood frtrfn the following detailed description when taken in conjunction 
30 with the accompanying drawings/ in which? • - ;t; — - ' " : • ^ • • ' !! - ; " : ' • 

* FIG. TAis a perspective view for illustrating the stracture of a variably recordable optical disk used in a DVD digital 
video recorder; ■ 
FIG. 1 B is a diagram showing an ECC block containing electronic watermark data therein according to one embod- 
35 iment of this invention; ; ".v'j f% -a .*.:■-•'< •■-.:> * *' s 

FIG. 2 is a flowchart for illustrating one example of a method for recording data containihg ari electrordc watermark 
- acoording to- one embodiment- of this iriveritioh;-''* •-" '" * ' " : - ' ■ "\ 

FIG. 3 is a flowchart for illustrating another example of a method for recording data Containing an electronic water- 
Vmark 'according -to one embodiment of this invention; \- : 1 • •• ^ 3 ' * 5 ' ' 

40 FIG. 4 is a flowchart for illustrating one exanlple of a method for reproducing data containing an electronic water- 
mark (password) according to one embodiment of this invention; 

FIG. 5 is a block diagram showing an error correction circuit and electronic watermark data extracting section 

according to an embodiment of this inventfoti; ' ' ' 

FJG/6 is a block diagram showing an ECC block encoding circuit and electronic watermark data inserting section 

45 according to an embodiment of this invention; 3 r . : r - '■" 

FIGS. 7A arid 7B are diagrams showing the content of the electronic watermark data having a parity code attached 
• . thereto;'^ ' •* £ . ■ * . 

FIG. 8 is a diagram lowing an example in which the position of electronic watermark data inserted in the ECC 
block according to a second embodiment of thisinventibn is changed; V 1 V 

so FIG. 9 is a diagram showing another example in which the position of electronic watermark data inserted in the 
ECC Wodc according to a second ed ■-"*■* 
FIG. 10 is ^diagram for illustrating a pattern (pattern A) of electronic watermark data inserted in the ECC block 
'according to the second embodiment of this invention;' : ' ' > ■ 

FIG. 11 is a diagram for illustrating a pattern (pattern B) of electronic watermark data inserted in the ECC block 

55 according to the second embodirnent of this invention;/ > : ^ ? 

FIG. 1 2 is a diagram for illustrating a pattern (pattern C) of electronic watermark data inserted in the ECC block 

according to the second ''embodiment of this invention; • ' ' "J^d ?■!:>.. . : . \:r» ■ > . 

FIG. 13 is a block diagram for illustrating the construction of a disk recording/reproducing apparatus according to . 
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an embodiment oithis invention; .. - ? ■ , jV - . rJ ; ? r .,. , . ^ , . : > 

r FIG. 14 is a diagram showing the basic relation between the hierarchical file system structure and the contents of 
data recorded on a data- recording medium; , /. % / - ^ 

FIG. 15 is a diagram.fpr illustrating the description conterrte of a long allocation descrjptpr; 
5 FIG. 16 is a diagram for illustrating the description contents of a shortallocation descriptor;- 

FIG. 1 7 is a diagram for illustrating the description contents of unallocated space entry; , ; , « 

F!<3. 18 is a diagramfor illustrating the. description corrtents of file .entry which is partly extracted; 
FIC3. 19 is a diagram for illustrating the description contents of .a file identifier descriptor which is partly extracted; 
: FIG. 20 is a diagram for illustrating an ©cample of the cpnstruction of a file system; ' - V 
10 r FIG, 21 is a first parti^diagram to illustrating an example in whfch a file system is constructed on the data record- 
ring medium acco^^ ( .,; 

.-FIG. 22 is a ;second partial diagram for illustrating an ; example in which a file system is constructed on the data 
recording medium according to the UDF together with FIG. 21 ; and 

FIG. 23 is a third partial.diagram for illustrating an exampje in which a file system is constructed on the date record- 
is , : ing medium according to the UDF together, wfth FIGS. 21,and22. , ; . r ' : r» ■ . 

[0022] There-will now be described copy protecting system using an electronic ^ watermark according to this invention 
with reference to the accompanying drawings. ^ ; . iOXj - ,y -.. 

[0023] First, a medium and a recording/reproducing apparatus for reproducing the medium according to a first embod- 
20 iment of this invention are explained in detail below. ., r ;\ \ ,iv. >".». ■ \, : - fv , 1', ^,..^ui- %) ,u 

[0024] . . FIG, 1 A is a perspective view for illustrating the, structure of ^variably recordable optical disk used in a DVD 
digital video recorder. As shown in FIG. 1, the optical disk 10 has a structure jn which a pair of transparent substrates 
1 4 having recording layers, 1 7 formed thereon are laminated to each other by an adhesive iayer.Each of the substrates; 
14 can be formed of a polycarbonate film of 0.6 mm thickness and Jhe adhesive Iayer20. can be formeciof an extremely 
" 25 thin (for example, 40 thick) ultraviolet curing resin. The large-capacity optical disk 10 of 1.2 mm thickness can. be 
obtained by laminating the pair of sikstrates 14 of 0.6 mm thickness with the recording layers 17 set in contact with the 
surfaces ofthe adhesive layer 20., ,. ;} ^, r:vVU ^. t; \. ( ., , K l>: _ -.^ • ...... , ,. , 

[0025] The recording layers 17 can be formed to have a ROM/RAM two-layered structure. In this case, a RAM 
layer/fc>hase variation recording layer 1 7Bis formed in a feur-distant position as viewed from a readout surface 19. 
30 [0026] A central- hole, 22. is formed Jn -the optical <£^k-1 0 :ar^,a clafri^) area 24 for. damping the optical disk 1 0- at* the 
time of rotation driving is formed around the central hole 22 on each siirface ofthe disfc In the central hole 22, a spindle 
of a disk motor is inserted when the. optical disk .10 is ^ loaded on ,a disk driving device (no* shown). The 
is danped during the rotation in thecte 

[0027] The optical disk 10 has a data area .25 in which video data, audio data and other data can be recorded around 
35 the clamp area 24. ; . . 

[0028] A leadrout area 26 is formed on the outer peripheral side of. the data area 25. Further, a lead-in area 27,is^ 
formed on the inner peripheral side around the darrp^area 24. A data recording area 28 is .defined i between ; the leac(- : 
out area 26 and the lead-in area 27. T > - ; .J- . - ( 

[0029] For example, a recording track is continuously formed in a spiral fornruon the recording layer (light reflection , 

40 layer) 1 7 of the data area 25. The continuous track is divided into,a plurality of physical sectors and consecutive num- 
bers are attached to the sectors. Various data is recorded on the optica! disk 10 by using the sector as a recording unit. 
[0030] The data recording area 28 is an actual data recording area and video data (main video data), sub-video data 
such as a caption and menu and audio data such as a speech and sound effect of a movie or the like are recorded as 
rea)rding/reprodudng data in the form' of pit string (phase status or physical shape which causes an optical variation in 

45 the laser reflection light). - ... . , - r . "r - 

[0031] If the optical disk 1 0 is a double-face recording RAM disk with each surface formed of a single layer, each of 
the recording layers 17 can be formed of a three-layered structure in which a phase variation recording materia! layer 
(for example, Geg^Tes) is held between two layers of mixtures of zinc sulfide and silicon oxide (ZnS SiOa). tf 
[0032] If the optical disk .10 is a single-face recording RAM disk with each surface formed of a single layer, the record- 

so ing layer 1 7 on the r t eadput surface 1 9 side can be formed of a three-layered structure containing the above phase var- , 
iation recording rpaterial layer. In this case, the layer 17 located far apart as viewed from the readout surface 19 is not 
" necessarily a data recording layer, and may be a dummy layer. . , [ :r ... . "J- J c ; s v 

[0033] if theoptical disk .10 is a angle-face reading t^ disk, the two recording layers -17 can 

be formed, of a phase 5 variation recording layac (in a far-distant position as viewed from the readout surface 19; read- 

55 ing/Writing) and a semirtransparent metal ref lection layer (in a nearer, position as viewed from the readout surface 19; 
reproducing only). -V . K . ; , 

[0034] If the optical disk 10 is a write once DVD r p, polycarbonate can be us^d for the substrate..gold can be used for 
a reflection film (no^ shewn) and ultraviolet curing r^in 'can be^us.ed.for a protection film (not shown).jn 4 this ; case, an 
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organic coloring matter is used for the recording layer 17. As the organic coloring matter, cyahin, squalelium, clokonick, 
triphenylmenthane-series coloring matter, xanthene, quinone-series coloring matter (naphtoquine; anthraquine or the 
like), metal complex-series coloring matter (phtalocyan, porphyrin, drthiol comlex or the like) or the like can be used. 
[0035] The operation of writing data into the DVD- R disk can be effected by use of semiconductor laser with the wave- 
5 length of 650 nm and output power of 6 to 12 mW. '-*• ^c 5 ' 

[0036] tf the optical disk 10 is a single-face reading type two-layered ROM cfisk/the two recording layers 17 can be 
formed of a metal reflection layer (in a far-distant position as viewed from th e readout surface 19) and a semi-transpar- 
ent metal reflection layer (in a nearer position as viewed from the' readout surface 19) • li 

[0037] In the read-only DVD-ROM disk 10, a pit string is previously formed in the substrate 14 by use of a stamper, a 
10 reflection layer such as a metal layer is formed on the surface of the substrate 14 on which the prt string is formed and 
the reflection layer is used as the recording layer 1 7. With the above DVD-ROM disk 1 0, generally; a groove used as the 
recording trkck is not specifically formed and the pit surface formed on the surface of thW substrate 14 is used as the 

track. . ' :v / ; r - r * :n "-'' ; : '. v '~ "\" ■ 

[0038] -In the various ; types of optical disks 10 descrfoed efoove, ROM data of reproducing-onry is reborded oh the 
is recording layer 1 7 as an ernboss signal. In contrast, such an errtSoss signal is not formed In the substrate 14 hiving the 
readingrwriting (or write once) type recording layer 1 7, but a continuous groove is formed instead thereof. A phase yar- 
. iatioh'recbrding layer is formed in the groove. In the case of a readingiwriting type DVD-RAM disk, a phase variation ' 
recording layer on the land portion in addition to the groove portion is used for data recording. " r 
[0039] If the optical disk 1 0 is a sihgle-faice reading type (irrespective of whether the recording layer is a single-layered 
20 type or double-layered type), the substrate 14 which is on the rear surface side as viewed from the readout surface 19 
is not necessarily transparent with respect fo'the rea^ng/writirig laser beam. In this case, a label printing may be made 
on the whole surface ^ ; " / r '"- 

[0040] : A DVD digital video recorder which will be described later is so constructed that the repetitive recording/repet- 
itive reproducing (reading/writing) operation for the DVb-RAM cfisk'(6r DVD-RW disk), the one time recbrcfirig/repetitive 
25 reproducing operation for the DVD-R disk, and the repetitive' reproducing operation for the DVD-ROM disk can be 
effected; ' - r< : ; ' J *-■--' '-' f% ' - " 4 * " 

[0041] Electronic watermark data according to this invention is stored into a preset area in the above-described 

medium. v ' --=«•• - • v . ■;—->••; 

[0042] FIG." IB is a diagram showing ah ECC block containing electronic watermark data therein according to one 

30 embodiment of this invention} In this case, an example of orie'ECC bl ode structure' is shdwn when data is recorded as 
the ECC block used as one unit on a'reproducing-bnly data recording medium^sucrf as a DVD-ROM or DVD video. 
[0043] An error correction code (ECC code) called an inner parity code (PI) is attached in a column direction 4 to data - 
recorded in an original signal field 11 before an error cbrrection r bbde is attached. The code is arranged in a PI field 112 
in FIG. 1 . Further, at this time, an error correction code*(ECC code) called an outer parity code (PO) is calculated and 

35 arranged in a PC field 13. 

[0044] in this state, electronic watermark data items of a 1 to p (a to p is 1 -bit data of "1 " or "0") are inserted in preset 
positions in a preset sequence in an overwriting manner. Then, the data is; recorded on the rewritable data' recording 
medium such as a DVD-RAM with the configuration of FIG. 1 kept unchanged. - ^ • 

[0045] When data is reproduced from the data recording rhediurh, electronic^waterrrtark data is read out by extracting 

40 date items a to p from the preset position according io the predetermined sequence. If the thus readout electronic 
watermark data coincides with collation data, data recorded on the data recording "medium is determined as original ; 
data (data which is not dishonestly copied). o'ni. • ii,. 

[0046] Electronic watermark data of a to p in FIG. 1 is regarded as intentionally added defective data as viewed from 
the outer parity code or inner parity code in the ECC block. Therefore, when data shown in FIG. 1 is reproduced, the 

45 defective data (electronic watermark data) of a to p is corrected by the error correction process. Thus, an 'original signal 
(corresponding to data having th6 contents required to be prevented from being dishonestly copied) before the elec- 
tronic watermark data is inserted can be obtained. :' " ' j: / 
[0047] Now, consider a case wherein a dishonest third party dishonestly copies data from which "the el ectronic water- 
mark data is eliminated by the error correction process on a digital recordable data recording medium such as a DVD- 

so RAM o r DVD-R. In this case, only data (containing no electronic watermark data) obtained after the error correction 
process is transferred to and copied in at disk at the dishonest copy destination. That is, data from which the electronic 
watermark data is eliminated by the error correction function is copied in the dishonest copy destination: 
[0048] When data dishonestly copied on the data recording medium is reproduced by a reproducing apparatus, no 
electronic watermark data can be detected even if the electronic watermark data of a to p is searched for. In this case, 

55 the data recording medium is determined as a dishonestly copied medium, and alarm display indicating the cfishohest . 
copy is made and the reproducing process is interrupted. 

[0049] If the data amount of the electronic watermark data (a to p) of RCfc 1 increases; the error correction ability is 
exceeded and there occurs a possibility that data before the electronic wkterriark data is added cannot be reproduced. . 
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That is, the data amount of the electronic watermark data which pan be added for each ECC block has an upper limit. 
The upper limit value is preferably set to approx. 1/10000 or less of the whole data amount constructing one ECC block 
as a value determined bytakinga certain amount of margin with respect to the error correction ability into consideration 
when a product code is used for the error correction system. . . ' 7 , 

[0050] As a concrete example, in the DVD standard utilizing the product code in the error correction system, it is pref- 
erable to set the amount of electronic watermark data for pne EQC block to^approx S bytes or less since the whole data 
amount for one ECC block is approx 32 kilo-bytes. That is. rt is preferable to express. the electronic watermark data by 
a combination of one-bit codes using up to 24; to 26 bits in toteL. . . , , 

[0051] In a product code ECC block of 32 kilo-byte unit used in the DVD, the error correction for an error up to 5 bits 
for one column in the column direction 4 in FIG. 1 can be made. Likewise, the error correction for an error up to 5 bits 
for one row in the row direction 5 can be made. Therefore, electronic watermark data of 5 bits at maximum for each col- 
umn or row can be inserted. / ^ > y . t - r : , iU? ^ ■■r ; r. 

[0052] However, in order to make it possible to effect the error correction process even if a large amount of errors due 
to defects on the data recording medium occur, it becomes necessary to distribute and insert the electronic watermark 
data into the ECC block so that the electronic watermark data will not be localized in a specified column or specified 
row. In the example of FIG. 1 , the electronic watermark data is arranged in a staggered form so as to set the amount of 
the electronic watermark data for ione column (or one row) to onebit or less. , \y 

[C053] The explanation made so far. is a basic explanation for a case wherein data Having the structure of FIG .^1 is 
previously recorded on thexeproducing-only data recording medium;(such as a DVD-ROM). The basic explanation can . 
alsdbe-applied to a recordable data recording medium. (such as. aDVQ.-RAM). ,• - .-J. 

[0054] ^construction of a disk recording/reproducing apparatus is. explained before the method for recording data 
on the recordable recording medium by the user is explained.^ r ;: ; : K ,.: . ". -V. 

[0055] The disk recording/reproducing apparatus is roughly divided into a disk recording/reproducing section (physi- 
cal series block) for recording and reproducing data with respect to the data recording medium and an-applicationcon- 
structing section (application block) constructed by a function performing section for performing independent apparatus 
functions as the.disk recording/reproducing apparatus and an interface section with respect to the exterior 
[0056] 'First the^internal construction of the disk recording/reproducing section physical series block) in the disk 
recording/reproducing apparatus is explained with refe^ence^to-FjG. : 13 i }l l v \ -r- 

<<( Funrton Explanation of Disk Recording/Reproducing Section) >> 

<( Basic Function of Disk Recording/Reproducing Section)) 

[0057] In the disk recording/reproducing section, new datais recorded or rewritten (including deletion, of data) in a , 
preset position on a data recording medium (optical disk) 201 by use of a convergent light spot of laser beam. 
[0058] Data which is already recorded is reproduced from a preset position on the data recording medium (optical . 
disk) 201 by use of a convergent light spot of laser beam, ^ , , 

( (Basic Function Performing Means of Disk Recording/Reproducing Section))^ 

[0059] In order to attain the basic function, a convergent light sppt is traced (followed) along a track (notshown) on . 
the data recording medium 201 in the disk recording/reprodudng section. The data recoiding/reprodudng/deleting 
operations are switched by changing the light amount (strength) of the convergent light spot applied to-the data record- 
ing medium 201. A recorded signal Sd supplied from the exterior is converted into.anoptimum signal so that the signal 
can be recorded at high density and low error rate. 

(<( Structure of Mechanism Section and Operation of Detecting Section )) > 

< < Basic Structure of Optical Head 202 and Signal Detecting Circuit ) ) , 

(Signal Detection by Optical Head 202) , . \j > : - - \ /*". • , T. \ . \ 

[0060] The optical head 202 is basically constructed by a semiconductor laser element (not shown),whichJs a light 
source, photodetector and object glass. 

[0061] Laser light'emitted from.the semiconductor laser element is converged on the data recording medium (optical 

disk) 201 by the object glass. Laser light reflected from a light reflection fflm or light refl 

rerording medium.(optical disk) 201. is photoelec^ . 

[0062] A detected current obtained in the phofodetectpr is subjected to the ojrrent-vpltage conversion by an anrplrfier 
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213 and is used as adetection signal. The detection signal is processed by a focus track error detectingcircuit 21 7 or 
binarizing circuit 212. --^ < '•■ " "\ : -i. . ^ >"f - • 

[0063] Generally! the photod elector is divided into a plurality of light detecting areas to individually detect variations 
in the amounts of fight applied to the respective fight detecting areas. The calculations of addition and subtraction are 
5 performedfor the individual detection signals in the focus ttack error detectioncircuit 2T7to detect focus deviation and 
track deviation; After the detected focus deviation and track deviation are substantially eliminated, a variation . in the 
amount of reflected light from the light reflection film or light reflective recording film of the data recording.medium (opti- 
cal cfisk) 201 is detected and a signal on the data recording medium 201 is* reproduced: xv* -r . 

10 (Focus Deviation Detecting Method) * '« • • ' . : •><*■;-■■• i .hi ' \ t ..... .w..;^,-, v ^ 

[0064] As a method for optically detecting the focus deviation amount the following methods are provided, for. exam- 
ple.' r " ,JiV /* -"•**• -' " "* •: \ »■>•' ■■: .-•M;':vh:'f,!*'. il -;v • 

J5. [Astigmatism Method] - ; : 1 1 ; •* j-J;? r\ y r -. ; 

[0065] This method is to arrange an optical element (not shown) which causes astigmatism in the detection optical 
path of laser light reflected light from the light reflection fOm or light reflective recording fflm of the data recording 
medium (optical disk) 201 and detect a variation in the shape of the laser light applied to thephotodetector. The light 
20 detecting area is divided into four areas by thie diagonal lines. A-difference between two added detection signals forthe 
diagonal positions among the detection signals "derived from the light detecting areas is derived by the focus track error; 
detecting circuit 217 to obtain a focus error detection signal. . .: t . : . ./ - ! . 

[Knife-Edge MethocJ] ' : • • ' : ; - &.*-\- > r . v . : V\ : 

[0066] This method is to arrange a knife edge which Symmetrically shields part of laser light reflected from the data 
recording 'medium 201 . The light detecting area is divided 1 into two areas and a difference between the detection signals 
derived from the detection areas is derived to obtain a focuVerror detection signal. 
[0067] Generally, one of the astigmatism method and knife-edge method is used. 

30 • : : -"'0' v ; : : ■ - e . . . 

(Track Deviation Detecting Method) 

*. " ■ . •«. : c- v... .. , >V. „■ - :; ... . : 
[0068] The data recording medium 201 has a spiral-form track or concentric tracks and data is recorded on the track. 
A convergent light spot is traced along the track to reproduce or record/delete data. In order to stably trace the conver- 
ts gent light spot along the track. it is necessary to optically "detect the relative positional deviation between the trade and 
the convergent light spot " * ■: *' ... 

[0069] As the track deviation detecting method, the following methods are generally used. • 
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[Differential Phase Detection Method] . > .....J 



[0070] This method is to detect a variation in fte^eri^ distribution on the pho 

the fight reflection film or light reflective recording fOm of the data recording medium (optical disk) 201 . The light detect- 
ing area is divided into four areas by the diagorial linesi A difference between added detection signals for the diagonal 
positions among the detection signals derived from the light detecting areas is derived by the focus track error detecting. 
45 circuit 21 7 to obtain a track error detection signal. J \it : . ; 

[Push-PuD Method] I - ' * - - ^ ' r -^< • . • ' 

[0071 ] This method is to detect a variation in the strength distribution on the photodetector of laser light reflected from 
so the data recording medium 201 . The light detecting area is divided into two areas and a difference between the detec- 
tion signals derived from the detection areas is derived to obtain a track error detection signal. ' -. 

[Twin-Spot Method] ■■ " - - . * *j v. 

55 [0072] This method is to arrange a diffracting element or the like in a light transmission system between the semicon- 
ductor laser element and the data recording medium 201 to divide fight into a plurality of wave fronts and detect a var- 
iation in the amount of reflected light of 7 primary diffraction light applied to the data recording medium 201. A light 
detection area for individually detecting variations in the amounts of reflection light of ^primary diffraction fight and -pri- 



7 



EP 0 908 881 A2 



mary diffraction light is arranged r separately from the light detection area for detecting the reproduced signal and a dif- 
ference between the detectionsignajs is derived to obtain a track error detection signal: 

(Object Qass.Actuator Structure) t ;: : -a.-. :•; v : 

[0073], An object glass (not shown) for converging laser light emitted from the semiconductor laser element on the 
date recording medium 201 is so constructed as to move in two-axial directions according to an output current of the 
object glass actuator driving circuit 218. Two moving directions of the object glass are as follows. That is, the object 
glass moves in a vertical direction with respect to the data recording medium 201 tor correction of the focus deviation 
and moves in a radial direction of the data recording medium 201 for correction of the track deviation. 
[0074] A moving mechanism (not shown) of the object glass is called an object glass actuator. As the object glass 
actuator structure, the following structures are often used, for ©cample. 

[Axial Slidlng/Sy^em]J. [.'*,. , ' - ,7 y > ."• -v.- . \ 

[0075] TJtis system is a.system in which a blade integrally formedwith the object glass is moved along the cenlral axis* 
(shaft), the blade is m^ed in a direction along the central axis to correct the focus deviation and the blade is rotated 
with the centra! aws..sfet'as a csrtter t6 v -.cqrrect;the .track deviation, h ^ m . n.-*r : \ l . £ L ; 

[Four Wire System] 

[0076] ^This system is a system in which ablade integrally formed with the object glass is connected to a fixed system 
via four wires and the blade is moved in two axial directions by use of elastic deformation of the.wires. . . • - :cv. 
[0077] In each of the above systems, a permanent magnet and a coil are used and the blade is moved by passing a 
current in the coil (^nnectQd to the*Jade. . \ , r .... . •*, , , .» r * ., u \ <,: .. . .... 

(dotation Control System of Data Recording Medium 201)) ^rc. 

[0078] The data recording medium (optical disk) 201 is Loaded on a rotetiontable 221 which is rotated by driving force 
of a spindle motor 204. 

[0079] The rotation speed of the data recording medium 20t is detected by a reproduced signal obtained from toe 
data recording medium 201 , That is, the detection signal (analog signal) output from the amplifier 213 is converted into 
a digital signal by the binarizing circuit 212 and a signal of- constant period (reference-clock signal) is generated from a 
PLL circuit 211 based on the above digital signal. A data recording medium rotation speed detecting circuit 214 detects 
the rotation speed of the data recording medium 201 by use f>f the above signal and outputs the. value thereof. 
[0080] A correspondence table of the data recording medium rotation speed corresponding to the radial position in 
which the reproducing operation or the r^prding/deleting operation is effected on the data recording medium 201 Js 
previously recorded in a semiconductor memory 219. If the reproducing position or the recording/deleting position is 
determined, a controller section 220 refers to data of the semiconductor memory^ 9 to set a target rotation speed of 
the data recording medium 201 and notif ies the value tp a spindle motor driving circuit 2.15. : - \ , < . 
[0081] In the spindle motor driving circuit 215, a difference between the target rotation speed and an output signal 
(present rotation speed) of the data recording medium rotatioaspeed detecting circuit 214 is derived and a driving cur- 
rent cbfresppnding to,the derived difference is supplied to the [.spindle motor 204 to control f the rotation speed of the 
spindle motor 204 to a constant value. The output signal of the data recording medium rotation speed detecting circuit 
214 is a puis? .signal having a frequency corresponding to the rotation speed of the data recording medium 201 and 
both of the frequency and pulse phase of the pulse signal are controlled (frequency control and phase control) in the 
spindle mqtoi; driving circuit 215. . ;; • ; . - : 

('Otf^jlfcad laying Meqhanism))^' ,' / * ; 4 ,! ; ^ . .■ „ V r ' ; - ; 

[0082] The mechanism has an optical head moving mechanism (forwarding motor) 203 for moving an optical head 
202 in the radial direction of the data recording medium 201.^ .... 

[0083] As a guide m^anism for moving the optical head 202, a rod-like guide shaft is used in many cases. 2 In the 
guide mechanism, the optical head 202 is moved by use of friction between the guide shaft and the bush attached to 
part of the optical, head 202. Further, a method using a bearing.which reduces the friction force by use of the rotation : 
movement is provided. " , . . . . . 

[0084] Although not shown in the drawing, the driving force transmission method for moving the optical head 202 can 
be attained by arranging a rotation motor with a pinion (rotation gear) on the fixed system, arranging a rack which is a 
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linear gear and engages with the pinion on the side surface of the optical head 202 arid converting the rotation move- 
ment of the rotation motor into the linear movement of the optical head 202. As the other driving force transmission 
method, a linear motor system for arranging a permanent magnet on the fixed system and passing a current in the coil 
disposed on the optical head 202 to finearty move the same in a certain direction may be used in some cases. ' 
5 [0085] In either method using the rotation motor or linear motor, basically, the driving force for moving the optical head 
202 is generated. by passing a current in the forwarding motor. The driving current is supplied from a motor driving dr- 
cuit216. . . ■: .... : ' ' ' \ — * ! '\ : * 

<<< Functions of Various Control Circuits >>> . """ * ;^ r ; - \ 

((Convergent Light Spot Tracing Control)) - ; . • \- : ' 

v ....-*•'. ■■: . ~ . : • " r ' ' •- 

[0086] A circuit for supplying a driving current to an object glass actuator (not shown) in the optical head 202 accord- 
ing to an output signal (detection signal) of the focus track error detection circuit 21 7 to correct the focus deviation or 
is track deviation is the object glass actuator driving circuit 218. The driving circuit 218 contains a phase compensation 
circuit for improving the characteristic in accordance with the frequency characteristic of the object glass actuator in 
order to make the object glass movement responsive at high speej up to the high frequency range. ' 
[0087] In the object glass actuator driving circuit 21 8, the following processes are effected in response to an instruc- 
tion from the controller section 220. 

20 

(a) The ON/OFF process of the focus/track deviation correcting operation (focus/track loop) 

(b) The process (effected at the OFF time of the focus/track loop) for moving the object glass in the vertical direction 
(focus direction) of the data recording medium 20 Tatlbwspeed * nv 

r(c) The process for slightly moving the object glass in the radial direction (in a direction across the track)of the data 
25 recorcfing medium 201 by use of a kick pulse to move the convergent light spot to the adjacent track. 

(( Laser Light Amount Control)) : 

(Switching Operation between Reproducing Process arid ftecordihg/Deletirig Process) "I !" 

30 . 

[0088] - The operation of switching between the reproducing process and the recording/deieting process is effected by * 

changing the light amount of the convergent light spot-applied on the data recording medium 201 . ' 

[0089] , Generally, the following expression (1) holds for the data recording medium using the phase variation system. 

35 [light amount at recording time] > [light amount at deleting time] > (light amount at reproducing time] (1) 

[0090]: . The following expression (2) generally holds for the data recording medium using the photo-electromagnetic 
system. . ' ■? -v : ■ v s» ' \"\ s . *' ' . ... 

40 [light amount at recording time] = pight amount at deleting time] > pigfit amount at reproducing time] (2); 

• - * -\ " " ■ - % " - * *' : - : - * *" ■ ' ' ~* ' 1 '* ' 

[0091 ] In the case of photo-electromagnetic system, the recording and deleting processes are controlled by changing 
the polarity; of the external magnetic field' (not shown) applied to the data recording medium 201 at the reccrding/delet- 
ingtime. v V ; *- - ;s • : ' ' *••" '•' '.[/'' 

45 [0092] At the data reproducing time, a constant amount of light is continuously applied to the data 1 recording medium 
201. .* v- 1 "* .: "* : ' ?** . , 

[0093] When new data is recorded, an amount of intermittent pulse-like light is superposed on the light amount 
applied at the reproducing time. When the semiconductor laser element emits a pulse with a large amount of light the 
light reflective recording fOm of the data recording medium 201 locally causes an optical variation or a variation in the 

so shape to form a recording mark. Also, when data is overwritten on the area in which data is already recorded, a pulse 
is emitted from the semiconductor laser element * ; r 

[0094] Data which is already written is deleted, a constant amount of light larger than that applied at the reproducing 
time is continuously applied. When data is continuously deleted, the amount of applied light , is returned to that of the 
reproducing time for each specified period; for example,"for each sector unit to intermittently reproduce data in parallel 

55 with the deleting process. Thus, the deleting process is effected while confirming that the deleting track is not erroneous 
by intermittently reproducing the track number and address of the track to be deleted. 
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(Laser Light Emission Control > :,;.: . . sV . - • ; ? ; 

[0095] Although not shown in the drawing, a photodetector focdetecting the emission light amountof the semicon- 
ductor laser element is contained in the optical head 202. In/the semiconductor laser driving circuit 205, a difference 
5 between the photodetector output (the detection signal of emission light amount of the semiconductor laser element) 
and an emission light reference signal supplied from a record/reproduce/delete control phase generating circuit 206 is 
derived and, the feedback control of the driving current to the semiconductor laser is effected based on the derived dif- 
ference. 1 1 ;.' c ; «- * 7 ■ . • - ; . ■ , r • 

10 (<< Various Operations Relating to Control System of Mechanical Portion) >) , . 

<<Start:Control>>: f :*:: tv.: • '! « r..- : x <• , \c ■■; v = ;L..:. ... .... . ^ ;. : .■ 

[0036] When the data recording medium (optical disk) 201 is loaded on the rotation table 221 and toe start control is 
rs started, the process according to the following procedure is. eff ected. • : -. \r< ■ 

t(1) A target rotation speed is notified from the controller.section 220,to the spindle motor driving^circurt 215 and a 
driving current is supplied from the spindle motor 215 to the spindle motor 204 so that the spindle motor 204 will 
start to rotate, "j . . "-*... -■*;-. - r *?.-*•,- ^ r * • ■ •:. r ■ .• 

20 (2) At the same time, a command (execution instruction)Js issued from the controller section 220 to the forwarding 
motor driving circuit 216 and a driving current is supplied.f rom the forwarding motpr driving circuit 216 to the optical i 
. head driving mechanism (forwarding motor) 203 so as to move the optical head;202 to the innermost position of 
-the data recording medium 201. As a result, it is confirmed that the optical head 202 lies^on theJnner portion; 
located inwardly from the area in which data of the data recortling medium 201 Js recorded. :/ -v." 

25 (3) When the rotation speed of :the spindle motor 204 reaches the target rotation speed, the status (status report) 
is issued to the controller section 220; . < . / ; } . ; : i r L 

(4) A current is supplied from the semiconductor laser driving circuit 205 to the semiconductor laser ; element in the 
optical head 202 in accordance with the reproducingjight amount signal supplied from the controller section 220 to 
the recqrd/reproduce/deJete control phase generating circurt t 2Q6 to start the laser light emission process. 

30 The optimum, application light amounts differ depending on the types of t the data recording media (optical 

disks) 201 . At the storting time, a current supplied to the semiconductor laser element is set to a value : qorrespond- 
ing to the smaller one of the application light amounts. */•.... 

(5) The object glass (not shown) in the optical head 202 is set in the farthest position from the data recording 
medium 201 according to the command from the controller section 220 and then the object glass actuator driving 

35 circuit 218 controls the object glass so as to slowly move the object glass towards the data recording medium 201 . 

(6) At the same time, the focus deviation amount is monitored in the focus track error detection circuit 217, and 
when the object glass comes near a focused position, the status-is issued to notify to the controller section 220 that 

..The object glass comes near the focused position"; : - • « * . v ,, • f ; 

(7) If the controller section 220 receives the status, it issues a command to the object glass actuator driving circuity 
40 218 so as to set the focus loop ON. ; ~c- -v— •• - : ■■ . - 

(8) The controller section 220 issues a command to the forwarding motor driving circuit 21 6 with the focus loop kept 
ON so as to slowly move the optical head 202 in the outer peripheral direction of the data recording medium 201. 

(9) At the same time, a reproduced signal from the optical head 202 is monitored, and when the optical head 202. . 
comes to the recording area of the data recording medium 201, the movement of the optical head 202 is stopped 

45 and it issues a command to the object glass actuator driving circuit 21 8 so as to set the track loop ON. 
^ (10) Then. The optimum light amount at the reproducing time" and "the optimum light amount at the record- 
ing/deleting time" recorded in the inner portion of the data recording medium (optical disty 201 are reproduced and 
,the data items are stored into the semicorxluctormerror^ 219 via the controller section 

(1 1) Further, in the controller section 220, a signal corresponding to "the optimum light amount atthe reproducing 
so time" is supplied to the record/reproduce/delete control phase generating circuit 206 so as to set the light emission 

amount of the semiconductor laser element at the reproducing time again. ■ ■'».-.,. : 

(12) Then, the light emission amount of the semiconductor laser element at the recording/deleting time is set 
v according to .The optimum light amount at the recording/deleting time" recorded in the data recording medium 201 , 

.55 << Access Control >>. »• * . ; , v . 7; , t t --l . .. • - ' 

[0097] : Data- indicating the location. of the- reproving data recording medium 201 in which access destination data 
recorded on the data recording medium 201 is recorded and indicating the contents thereof Js drffwentjdepending on 
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the type of the data recording medium 201 . For example, in a DVD disk, the data is recorded in the navigation pack or 
the directory management area of the data recording medium 201 . 

[0098]. Generally, the directory management area is collectively recorded in the inner peripheral area or outer periph- 
eral area of the data recording medium 201 . Further, the navigation pack is contained in a data unit which is a VOBU 
5 (Video Object Unit) in a VOBS (Video Object Set) corresponding to the data structure of PS (Program Stream) of MPEG 
and data indicating the recording location of a next video image is recorded therein. v* . 

[0099] When specified data is reproduced or recorded/deleted, data in the above area is first reproduced and the 
access destination is determined based on the data thus obtained. 

w (Rough Access Control) i \ V: '" * ' v.- * : < ■ . .:«:;v : . — 4 '■ 

[0100] The radial position of the access destination is derived by calculations in the controller section 220. to derive a 
distance with respect to the present position of the optical head 202. 

[0101} Speed curve data for permitting the optical head 202 ! to travel the distance in the shortest time is previously 
is stored in the semiconductor memory 21 9. The controller section 220 reads out the data and controls the movement of 
the optical head 202 in the following manner according to the speed curve. 

[0102] That is, the controller section 220 issues a command to the object glass actuator driving circuit 21 8 to set the 
track lodjp OFF and then controls the forwarding motor driving circuit 21 6 to start the movement of the optical head 202. 
[0103] When the convergent light spot crosses the track on the data recording medium 201 , a track error detection 

20 signal fegeherated in the focus track error detecting circuit 21 7. The relative speed of the convergent light spot with 
respect to the data recording medium '201 can be detected by use of the track error detection signal.:- 
[0104]- in the forwarding motor driving circuit 216, a difference between the relative speed of the convergent light spot 
obtained from the-focus track error-detecting circuit 21 7 knd the target speed data sequentially supplied from the con- 
troller section 220 is derived and it moves the optical head 202 while effecting the feedback control on a driving current 

25 which is supplied to the optical head driving mechanism (forwarding motor) 203 based on the derived difference. 

[0105] As described in the item < Optical Head Moving Mechanism )) friction force always acts between the guide 
shaft and the bush or bearing. Dynamical friction acts whilethfe optical head 202 moves at high speed, but static friction 
occurs at the time of starting of the movement or immediately beffore stoppage since the optical head 202 moves slowly. 
When the static friction occurs (particularly, immediately before stoppage), the friction force relatively increases: In 

30 order to cope with an increases in the friction force, the amplification factor (gain) of the control system is increased by 
a command from the controller section' 220 to increase a current supplied to the optical head driving mechanism (for- 
warding motor) 203. • : " 1 > - ■ 

(Fine Access Control) 1 v\. " " 1 - " »' r •> - ; 

35 ' • . . ~*- . . -,<r'- • ■• : '-. ; « : -v 

[0106] When the optical head 202 reaches the target position, the controller section 220 issues a command to the 
object glass driving circuit 21 8 to set the "track loop ON.- * '•• " l l > • * ' 

[01 07] The convergent fight spot is traced along the track on the data recording medium 201 to reproduce the address 
or track number of the traced portion. ur; fij.-^v?. ; •••-y.V * : . 

40 [01 08] The present position of the convergent light spot is derived based on the address or track number of the traced 
portion, the number of tracks different from the target position is calculated by the controller section 220 and the number 
of tracks necessary for movement of the convergent light-spot is notified to the object glass actuator driving circuit 218. 
[0109]^ ; If one set of kick pulses are generated in the object glass actuator driving drcoit 21 8, the object glass slightly 
moves in the radial direction of the data recording medium 201 and the convergent light spot moves to the adjacent 

45 track. •'• ) ^- " ;--.-t:..L* \. i r_- ■ - •• ~ ... : • .V,-' 

[01 1 0] : In the object glass actuator driving circuit 21 8, the track loop is temporarily set OFF, kick pulses of a number 
corresponding to data from the controller section 220 are generated and then the track loop is set ON again.: 
[0111] After completion of the fine access control, the controller section 220 reproduces data (address or track 
number) in a position traced by the convergent light spot and confirms that the target track is being accessed. 

(< Continuous Recording/Reproducing/Deleting Control )P •" ' ' ■ • 

[0112] As shown in FIG. 13, a track error detection signal output from the focus track error detecting circuit 217 is 
input to the forwarding motor driving circuit 216. At the "starting control time" and "access control time" described 
55 above, the controller section 220 controls the forwarding motor driving circuit 21 6 so as not to use the track error detec- 
tion signal. 

[0113] Mer it is confirmed 1 ^ part of the track error 

detection signalls^suppiied^as-a driving current toHhe optitaltteatf driving mechahism (forwarding motor) 203 via the 
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motor driving circuit 216 Recording to a command from the controller section 220, In a period during which the repro- 
duction or recording/deleting process is continuously effected,, the above control operation is continuously effected. 
[0114] .. The data recording medium 201 is mounted on. the; rotation table 221 with the central position thereof slightly 
eccentrically set with respect to tfie central position of the rotation table 221 . When part of the track error detection sig- 
nal is supplied as the driving current, the whole portion of the optical head 202 slightly vibrates according to the eccen- 
tricity. , r< , , ; v.. . : 

Btf 1 51 Further, if the reproduction or r^niing/deleting prpcess is continuously effected for a long time, the conver- 
gent fight .spot gradually movesjn th^ outer or pinner peripheral direction, Wh«i part of the track error detection signal 
is supplied as a driving current to the optical' head moving mechanism (forwarding motor) 203, the optical head 202 
• gracju^ly.m^^ j^.tiie outer pr inner peripheral directionaccordingly. . v - t 

[01 1 6] thus, the track loop can be stabilized by alleviating the ioad due to track deviation correction of the object glass 
actuator. 

< (Termination Control)) " v \" 

[01 1 7] When a sequence of processes are compieted and the operation is terminated, the process is effected accord- 
ing to the following procedure '....■=,.., ... ? . ... , 

(1) A command for setting the track loop OFF is issued from the controller section 220 to the object glass actuator 
driving circuit 218. 

v: .(?),A comrriand for. setting the focus loop OFF is i^ed frpm tiie.contrpller section 220 to the object glass actuator 
| driving qrcuit 218. ... . . • ] ■ V'.^J."*- ■ ; * -.- " •■■ - •'. -\ 

(3) A command for terminating the light emission operation of the semiconductor laser dement is issued from the., 
controller section 220 to the record/reproduce/delete control phase generating circuit 206 

(4) "0" is notified as a reference rotation speed to the spindle motor driving circuit 215, 

<<<Flowof Recording Signal/Reproducing Signal to Data Recording Medium))) . j 
< < Flow of Signal at. Reproducing Time)) . ... , k 

<Bin^-:G6din^PLL Circuit) . ' 1 ^ \ J. [ V.l','. ^ " L/^ \- • 

[01/18] . As ^ described in the item (Signal Detection by ^cai;R«d 202 J-a variation in the amount of reflected light 
from the light reflection film or light reflective recording film of the data recoiling medium (optical disk) 201 is detected 
to reproduce a signal on the data recording medium 201. A signal obtained by the anplifier 213 has an analog wave- 
form, l^e bmarizing circuit 212 uses a comparator tq convert the analog signal to a binary.digital ; signal of "1". and Tr. 
[01 1 9] A reference signal at the time.df data production is derived from the reproduced signal obtained by the bina-, 
rizing circuit 212'in the PLL Circuit 21 1. That is, the PLL circuit 21 1 oxjMra.a frequency variable osdllator and com- 
pares the frequencies and phases belween the pdse signal (reference blocty output from the. oscillator and the output 
signal of the binarizing circuit 212. The result of comparison is fed back to the oscillator output so as to produce a ref- • 
erence signal at the time of data reproduction. \, 1 . 

(Demodulation of Signal) ... / ^ ■ ■ ' ^ ' . - : : 

[0120] A demodulation circuit 210 contains a conversion table indicating i the relation between the modulated signal 
and the signal obtained after demodulation. The demodulation circuit 210 restores an input signal (rTKxJplaied signal) 
into, an original signal (demodulated signal) while rehiring, to ttie conversion table according to the reference clock 
obtained 'in th,e' PL1. circuit 21 1 . ' - .< . . r / ■-' j' \;\ "." . ; 

[0121] ; , The^emodulated signal is stored into the semiconductor memory 219 via a signal line (a signal line directly 
connecting the dernpdulato .. . 

(Error ; Ck)rr^qn Proce^) v ~* . . . . \. ..." "1 . ' . ' \ /' 

[0122] The internal construction of an error correction circuit 209 is.as shown.in F1G..5. That is| the interipr of the error 
correction circuit 209 is roughly divided into an ECC block error correction processing section 225 and an electronic 
watermark data extracting section 229. Further, the electronic watermark extracting section 229 includes an address 
extracting section 226 for watermark data in an ECC block, temporary storage section 227 for electronic watermark 
matrix data, , and electronic watermark data error correction section 228. . 
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[0123] In the ECC block error correction processing section 225, an error position is detected for a signal stored in 
the semiconductor memory 21 9 by use of the inner parity code PI and outer parity code PO arid a pointer flag of the 
error position is set After this, a signal in the error position is sequentially corrected accord hg to the error pointer flag 
while reading out a signal from the semiconductor memory 219 and then corrected data is stored into the semiconduc- 
5 tor memory 219 again. ; -.y~?. 

[01 24] In a case where data reproduced from the data recording medium 201 is output to the exterior as a reproduced 
signal Sc shown in FIG. 13. the inner parity code PI and outer parity code PO are eliminated from error corrected data 
stored in the semiconductor memory 21 9. and the thus obtained data is transferred to a data input/output interface sec- 
tion 222 via the bus line 224. - "* c 'f' ~ , ~" ; '* " : " * 
10 [01 25] Then, the data input/output interface section 222 outputs a signii supplied from the error correction circuit 209 
as the reproduced signal Sc. : 1 J f>; ' •* r ' 

.JO * 

< ( Signal Format Recorded on Data Recording Medium 201 ) > 
is [0126] A signal recorded on the data recording medium 201 is required to satisfy the following requirements, 

(a) Recorded data error caused by the defect on the data recording medium 201 can be corrected. . ' - - 

(b) A DC component of the reproduced signal is set to "0" to simplify the reproduction processing circuit. 

(c) Data can be recorded ontfie data reco^ 

20 . • ; -" "• 

[0127] In-order to satisfy'the^abbve requirements- "additiofrof'the error correction function" and "signal conversion 
(signal modulation/demodulation) for recorded data" are effected in the disk recording/reproducing section (physical 
seri^ block) shown ih FIG: 13: ■ • . 

25 ((Signal Row at Recording Time)) • r.:;~ *••-' ■■ 

(Error Correction Code ECC Adding Process)' r: ' ^ *^ 

[0128] The error correction code ECC (Error Correction Code) adding process is explained with reference to FIG. 6. 

30 [0129] The internal construction of an ECC encoding circuit 208 is as shown in FIG. 6. That is. the ECC encoding 
circuit 208 includes an ECC block encoding circuit 208A and an electronic watermark data inserting section 233. Fur- 
ther, the electronic watermark data inserting section 233 includes an inserting address designating section 230 for 
watermark data in an ECC block, an electronic watermark matrix date temporary storage section 231 and a calculation 
section 232 for PI data and PO data of watermark dat^.; /' !\''v - 

35 [0130] Data which is desired to be recorded on the date ^ recording medium : 201 is input to the' data input/output inter- 
face section 222 of FIG/ 13 as a recorded signal Sd in the form of original signal, the recorded signal Sd is stored in 
the semiconductor memory 219 of FIG. 6 as rt is. ^er trts; the following in the ECC 

block encoding circuit 208A of the ECC encoding ctrcuit208. l'^.- 
[0131] A concrete example of the ECC adding method using a product codejs explained below. '" ! " 

40 [0132] The recorded signal Sd ^ sequentially arranged for every T72 bytes for each column in the serniconductor 
memory 219 and one ECC block is formed of 192 columns (a data amount of apprcx. 32 kilo-bytes can be obtained by 
1 72 bytes (for each column) x 192 bytes (for each row)). 

[0133] An inner parity code PI of 10 bytes is calculated for each column of 172 bytes is calculated for the original sig- 
nal (recorded signal Sd) in one ECC block constructed by "1 72 bytes (for each column) x 1 92 bytes (for each row)" and 

45 additionally stored into. the semiconductor memory 21 9. Further, an buter parity code PO of 1 6 bytes is calculated for 
each row in ihe byte unit and additionally stored into the semiconductor memory 219. k " " ~ ' 

[0134] The total of 2366 bytes (= (12+1) x (172+10)) of 12 columns (12 x (172+10) bytes) including the inner parity 
code PI of 10 bytes and one column (1 x (1 72+10) bytes) of the outer parity code PO is used as a unit and data sub; 
jected to the error correction code ECC adding process is recorded in one sector of the data recording medium 201 . 

so [0135] The ECC block encoding circuit 208A of the ECC encoding circuit 208 transfers data to the semiconductor 
memory 219 when addition of the inner parity code Pi and outer parity code PO is completed. 
[0136] When data is recorded on the data recording medium 201, a signal of every 2366 bytes of one sector is trans- 
ferred from the semiconductor memory 219 to the modulation circuit 207 via the signal line (shown on the left side in 
FIG. 6) directly connecting the bus line 224 to the modulation circuit 207. % .... . ! 

(Signal Modulation) * * 1 : ■ - ' 1 

[01 37] The signal modulation which is the conversion of the signal format is effected in the modulation circuit 207 to 



13' 



EP 0 908 881 42 



set a DC component (DSV : : Digital Sum Value or Digital Sum Variation) of the reproduced signal closer to "0" and 
record data'oh the data feco'rding"rnedium 201 at high density. \ ' : 

[0138] the modulating circuit 207 and demodulating circuit 216 of FIG. 13 respecthrely ; contain conversion tables indi- 
cating the relation between an original signal and a signal obtained after modulation. The modulating circuit 207 divides 
a signal transferred from the ECC encoding circuit 208 into portions of a plurality of bits according to a preset modula- 
tion system iand converts the signal into another signal (code) while r^erring to the conversion table. • - 
[0139] In a case where 8/16 modulation (RLL(2, 10) code) is used as the modulation system, for example, two types 
of conversion tables are provided and a reference conversion table is selectively used to set the DC component (DSV) 
obtained after modulation closer to "0*. '-*• V J ■ r- 

(Recording Waveform' Generation)'- iV : - ^ ; ..-,.::,; . - ; . • : .v 

[0140] When a recording mark is recorded on the data Wording medium (optical disk) 201, generally, the following 
systems are provided as the recording system; ' " ^ , 5t( .... ,\ A ,.• ^ ■ 

. r --' \ • <■; f.;< " c , v . ■:■ 

' [Mark Length Recording System] "1" comes in the front and rear end positions o? the recording mark: '; V "' 
n [lhtra : Mark Recording System] The central position of the recording mark coincides witli the position of [ * 

[0141] If the mark length recording system is used; it is hecessatry to form a relatively long recording mark: In this 
case, if recording Sight of a large amount is continuously' applied to the data recording medium 201 for a pri9set period 
of time or more, the width of only the rear portion of the mark is made larger due to the heat storage effect of the light 
reflective recording film of the data recording medium 201 and a recording mark in the! form of raindrop is formed: In 
order to solve this problem, the recording laser driving signal is divided into a plurality of recording pulses or the record- 
ing waveform of the recording laser is changed in a stepwise form when a long recording mark is formed. 
[0142] • In the record/reprociuce/delete control phase generating circuit 206, a recording waveform is formed according 
to the recording signal supplied from the modulating circuit 207 and a driving signal having the thus formed recording 
waveform is supplied to the semiconductor laser driving circuit 205. r v.-..-- v' '* r-- 

•'v' • •• •• - ' •• ' y '- * ^ ' '• - " i^'.^.Si' > . , -'V.\ ! " -.-: ■ .. .-? ■ • . . * • . '■ ■ 

( Insertion of Electronic Watermark Data > - -v:y*y~ x * ■ .** _;•-:.» t (Sr K^'f: - •• »i; : 

[0143] FIGS/7A and 7B are diaigrams showing the contents of electronic watermark data to which a parity code is > 
added. In this case, an example of a method for inserting' the electronic watermark data using a user password is 
explained. » '.' w - . ■ '.' ,>~!Z\ i 1 * ■-• ■ -\ ■ - ■'■S'~-'y-.- r;^;;--.. 

[0144] ^' An example of password data registered by the user and stored in the semiconductor memory 219 is shown 
in Fia 7A. ''So.;.,^,- : .>■■.. ^. *■ 

[0145] Each of data items a to i in FIG. 7A indicate bit data of "0" or " V. The electronic watermark matrix data tem- 
porary storage section 231 showh in FIG. 6 reads out user password data stored in the semiconductor memory 21 9 and 
rearranges the one-dimensional password a to i of FIG. 7A into a two-dimensional matrix as shown in FIG. 7B: 
[0146] In the calculation section 232 for PI datacard PO data of watermark data of F!G. 6, a PI (inner Parity Code: 
error correction inner parity code) 6 and PQ (Outer' Parity Code: error correction outer parity code) 7 are calculated and 
added to user password data two-dimensionally arranged ais shown in FIG. 7B. Thus, bit data items a to p which are 
complieted by adding the error correction inner parity code Q, K* 1) 6 and outer parity code (m, n, 6. p) 7 are used as the 
electronic watermark data. - • r •. • ^ : . : * 

[0147] ~ In order to insert the electronic watermark data into the specified position as shown in FIG. 1 , the inserting 
address designating section 230 for watermark data in the ECC block specifies the inserting position of the electronic . 
watermark data and sequentially inserts the electronic watermark data bits of a to p into the ECC block data stored in 
the semiconductor memory 21 9.> f ^ v« ^ . ; - '• t:- \\< 

[0148] In'the ECC encoding circuit 208 shown in FIG.* 6, a method for overwriting the electronic watermark data on 
the ECC block data which is previously formed is used as a method for inserting the electronic watermark data 
[0149] As the insertion method of the electronic watermark data, a method other than the above "Overwriting" method 
can be used. For example, the electronic watermark data can be inserted into the ECC block data by a method using 
an exclusive OR circuit,* for adding original ECC block data and electronic watermark data in the unit of bit The process 
for inserting (overwriting) the . o- .... « 

[0150] electronic watermark data on the ECC block (matrix) is effected In the step.S120 in the flowchart of FIG. 2. 
[0151] - Data obtained after completion of the electronic watermark data insertion process is recorded on the data 
recording medium (optical disk) 201 via the bus line 224, modulation circuit 207, record/reproduce/delete control phase 
generating i circuit 206, semiconductor laser driving drcuit 205 and optical head 202.: .: >'..-.? 
[0152] FIG. 2 is a flowchart for illustrating an example of a method for recording data containing the electronic water- 
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mark according to one embodiment of this invention. A method for recording data which the user forms and which is an 
object of protection of copyright requiring a copy protecting process on the data recording medium is explained with ref- 
erence to the f lowchart The process of the flowchart is effected by. for example, a micro-computer (CPU or MPU) con- 
tained in the controller section 220 of FIG. 13. . - . V. v . r ... 

5 [01 53] After the user forms data contents of file data-(Sl 0 1 ) . toe storage process of file dcfe is .effected (S1 02). As 
part of the storage process effected by the user, a process (SI 03). for designating the storage location (one of the direc- 
tories under which data is stored) off- .file data, a process (SI 04) for registering the file name of the storage file and a 
process (S1 05) for.registering the user password are effected. For data which requires toe copy protecting process, the 
dishonest copy preventing process is effected by use of the registered user password. v ; c . - • • . . , 4 - 

io [0154] The above sequence of processes (S106) are the operations effected on the user side. The disk record- 
ing/reproducing apparatus receives data obtained by the user operation S106 and effects toe following operation 
(S122). 

[01 55] v First, the password data registered by the user, is stored into the semiconductor memojy 21 9 of. FIG.. 1 3. Then, 
as the encrypting process of the user password, an encrypt/decrypt processing circuit 223 .shown in FIG. 13 reads out 

is the password from the semiconductor memory 219 and performs the encrypting process (S1 07). 

[01 56] The password thus encrypted is stored intp the semiconductor memory 219 again. After this, the optical head 
moving mechanism (forwarding motor) 203 moves toe optical head .202 to access the storage location . (sector position 
on the data recording medium in which the directory is stored) designated by the user (S1 08). 
[0157] In ;a: case where a DVD-RAM drive is used as the disk recordingfireproducing apparatus, a file format called 

20 UDF which willvbe described, later is ysed for toe^namanagemetnt In toe UDF, a file name in the ffle management area 
is recorded in a fife identifier descriptor FID as wijl be d^cribed larter. . * - : , , . 

[01 58] in FIG. 2, in the FID registering process S1 09,tathe designated directory, toe encrypted user password is read 
out from the semiconductor memory 219 and recorded into the ffle identifjer^descriptqr FID (S111) aft?r the file name, 
registering process S1 1Q. in;the file identifier descriptor FIEX- .\? v 

25 [0159] Afterthis, file data is FE-registered.(the detail of the process; is described later) (S1 12) and then the data con- 
tents storing process of -renewed file data is effected (S.1 13)/ : r - : o . / 1 • 

[0160] In toe data contents storing process, the scoring i process is effected (S113) according to toe procedure- 
described in toe item (Error Correction Code ECC Adding Process 1 That is, toe outer parity code PO calculation proc- 
ess (S1 1 4), inner parity code PI calculation process (S1 1 5). and toe process (S1 16) for forming an ECC block (matrix) 

30 are effected and toe results are stored in the semiconductor memory 21 9 (S1 20). 

[0161] Further; if toe user password is registered in toe user password registering process (S105) in the user opera- 
tion (S106), toe process (S117) v fbr calculating the outer parity code (R07 in FIG. 7B) PO of toe user password, the 
process (S1 18) for calculating toe inner parity code (P06 in FIG. 7B) PO of the user password and the process (S1 1?) 
for forming an electronic watermark pattern (electronic; water mark. data a to p) corresponding to the registered user 

35 password are effected in the data contents storing process (S1 13). 

[0162] The electronic watermark data (a to p) is inserted into the preset position shown as an exarrple in FIG. 1 
(S120). The process is toe insertion: (overwriting) process (S120) of electronic watermark data on the ECC block 
(matrix). .•-.;>• : * ' . r^-vr :\ • i *.:■' : 1 . 

[0163] Thus, data in which.a copy protecting password (electronic watermark data formed in toe electronic watermark 

40 pattern forming process S1 1 9) is inserted into data (formed in the ECC block firming process S1 1 6) required to be pro- 
tected from being dishonestly copied is recorded on toe data recording medium (such as a DVD-RAM disk) 201 (S121 ). 
[0164] : FIG. 3 is aflowehart for illustrating a processing method effected in a case where file data recorded on toedata 
recording medium 201 according to toe method explained in FIG. 2 is renewed. In toe user operation (S106) in FIG. 3, 
the same: •: r*'- - . . : . L » : .. ■...»;. f /, r r. -• . ; - * - ' . ^ . - *. • 

45 [0165] operation asthe user operation (S1 06) in FIG: 2 is effected except that a file data name is selected instead of 
specifying toe ffle data riamaf. * j. " . -m- . 

. [0166] In FIG. 3, when a data renewing process is effected, toe process (S1 1 1) for registering the encrypted password 
into the file identifier descriptor FID of FIG. 2 is not effected. That is, toe password used when file data is first recorded 
is continuously storedin the file identifier descriptor FID. ... V . , . 

so [0167] At the time of data renewing process, since a person who renews data inputs the password, the password of 
a person who has renewed data is recorded in .toe electronic watermark data recordedaccording to toe flowchart of 
FIG. 3. Therefore, rf a person who first records the file data is different from a person who renews toe data, toe user 
password in the file identifier descriptor FID and toe password in the electronic watermark data will become different 
[0168] At the time of reproduction of data from toe data recording medium, both;of. the user password in the file iden- 

ss trfier descriptor FID. and toe password in the electronic watermark data are read out and compared with each other, and 
thai it is understood that a third party has renewed the filedata. \ ... . 

[0169] The process is effected according to toe procedures FIG. 3 when ffle data previously.fprmed is copied on a 
data recording. medium. ; . • : • b v_ .« ..■ \ L • .-. : 
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[0170] That is, if data containing the electronic watermark data is dishonestly copied, the user password of a person 
who has formed original file data is recorded on the data recording medium 201 of copy destination and tile user pass- 
word of a person who has copied is recorded in the electronic watermark data. Therefore, by comparing the two pass- 
words, dshopestcqpying^ [ ■ ^ 

[0171] In a case where a copy is directly made between data recording-media without effecting the correct user oper- 
ation (S106) described in the above exarr^le, dishonest copying can be detected. TTiat is, when the direct copying is 
effected, transfer information at the time of copying is subjected to the error correction process and electronic water- 
mark data is eliminated. The "data having the electronic watermark data eliminated therefrom" is transferred to the cop- 
ying destination. As a result, ..since data transferred to the dishonest copying destination contains no electronic 
watermark data, dishonest copying can be easily detected bythe electronic watermark data extracting process at the 
data reproducing timar «; ; v , : . "v ...... : \. 

[0172] FIG, 4 is a flowchart for illustrating an example of a method for reproducing data containing an electronic water- 
mark (password) according to one embodiment of this invention. .... . ... r r \ r a . ,\ :r 

[0173] ... When recorded data is reproduced from the date, recprding medium 201, a file data reproducing process 
(S127), file data storage location (directory) designating process (S128), and to^reproduced file data name desig- 
nating process (S129),are, effected in a user operatipn.(S106). . *!. .'^^ ' : V '.. 
[0174], -In an operation (S122) of the disk r^rding^eprodudng apparatus, a file data storage location (directory) 
accessing process (S130) and a file identifier descriptor r: IDsearching process (S 1 31 ) are effected and then a process 
(S1 32) for reading an encrypted passwoitl in the ffle identifier des^ 

[01 75] In the encrypt/decrypt processing circuit 223 of if IG. 1 3 v an encrypted password decrypting prcx;ess"("Sl 33) is 
effected. After this, a process (S134) for accessing filet enfty .of the designated file is effected!. , ; ''v.-ll^JT 
[0176] In the encrypt/decrypt proce^ing qircuit 223, the d^^ed'^sswprd k 'is .stored in' the semiconductor memory 
219.,Then, a process (S1 35) for reading "out £CC 'blpc^ data ^om'fee data recording medium J20r is ^^ed^/ar^J the , 
readout ECC .block data isstored in the semiconductor^^ // , ^ \ ■ . 

[01 77] The position and arrangement order of electronic watermark data inserted in the ECC block are, previously 
known as indicated by an example of FIG. 1. , . . [ . \ ' * 

[0178] In FIG. 4, a process S136 for extracting electfoniq watermark data from the. ECC block.is, effected by. the 
address extracting section 226 for watermark data in the ECC block shown in FIG. 5. the address extracting section 
226 for watermark data in the ECC block extracts only electrprjjc^vyatermark data from the semiconductor memory 219 > 
and arranges the electronic wgterniark data in a form.shown in FIG. ; 7B in the temporary storage section 227 for elec- 
tronic w^ermark mafrix (data shown } . ^ „ V 
[0179] An error corredon proc^XS137)1iw r ei^ronic w^errmrk data shown in FIG.,4 is effected by the eiJectronic 
watermark data error correction section 228. Tha.electronic w^enyiark data error correction section. 228 effects the 
error correcting prpgessjby use of the PI (inner parity code) 6, and, PO, (outer parity code) 7 and then stores the result, 
of correction into, the semiconductor memory 219. . .. t ^' v \ 

[01 80] In FIG. 4, a process (S1 38) for comparing the password in the file identifier descriptor FID and the password 
in the electronic watermark data is effected by the controller section 220 of FIG. 13. The contrpller sectiori 220 reads 
out the user password recorded in the file identifier descriptor FID and the user password in the electronic watermark 
data from the semiconductor memory 219 and compares the readout passwords. If the compared passwords are dif- 
ferent from each other, for example, an error message indicating Hhe data is dishonestly copied or dishonestly 
renewed" is issued (S1 39] and then the reproduction process es interrupted (S1 40). 

[0181] If the compared passwords coincide with each other, the error correction process for the data contents of .file 
data is effected in the ECC block error correction processing section 225 of FIG. 5 (S141) iand then the resultant date 
is output as a reproduced signal Sc to the exterior (S1 42). 

[0182] The error correction circuit 209 in FIG. 5 has a structure suitable for "extraction of electronic w^ermark dak 
when ithe inserting location of the electronic watermark data in t^^ 

[0183].* As a method for extracting electronic watermark data "when the inserting location of the ^e^bnfo v^errrwk 
data in the ECC bloc* is not previously known", a method for "extracting electronic watermark data by. extracting an 
error portion in the ECC block data in the ECC block error correction processing section 225 in FIG. 5" may bd used. 
(An. electronic watermark bit inserted into : the, ECC. block is : recognized as an error at the .time of reproduction of; 
recorded data and is subjected to the error correction process. Therefore, electronic watermark data. c^.be .^acted 
by collecting the contents of the positions of bits which are recognized as errors in the ECC block) . . .. \ 
[0184] As shown in FIG. 1 '. if the insertion location of the electronic watermark data in the ECC ; block fe^aiways f )xe6\y 
determined, there occurs a possibility that a third party may extract the'electronic watermark data, alter the electronic 
watermark data and break through the copying protection. Therefore, as a modification of this invention, the insertion 
location of the electronic watermark data in the ECC block is periodically changed to take a measure for preventing the 
breakthrough of the copying protection as shown in FIG. 8 or 9. 

[0185] The first embodiment of this invention has been explained in detail for the medium and recording/reproducing 
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apparatus with reference to the accompanying drawings. " ; * 

[0186] Further, a second embodiment of this invention is explained in detail below for the medium and record- 
ing/reproducing apparatus with reference to the accompanying drawings. " ~ " ' 
[0187] The feature of the second embodiment of this invention is that the electronic watermark inthe ECC block is 
5 not based on the "data contents" of the electronic watermark data, but it is based on the Inserting position" indicating 
the position where the electronic watermark is; inserted in the ECC block aixJ thepattern in which the electronic water- 
mark is distributed. " * ' . c v ■■IV.' k 
[0188] That's, as shown in FIGS. 10, 11. and [12/^edt^ht (combination of ^ 

data has no meaning as the electronic watermark arid only the inserting posrti6ri x of the Electronic wat^mark has the 

w meaning. In tfos case, Ihe patterns of the electo^ 

pie, patterns A. B, C) and the symbols (A, B, C) are recorded in the file identifier descriptor FID. Then, the tBshonest 
copying is detected by comparing the pattern detected at the ECO flecbding- time arid the ^tiern recorded in the FID. r 
[0189] In the case of pattern A of FIG. 10, data in the extracted electronic watermark dataireerti rig position is checked 
to detect" electronic watermark data according to the detection rate of "1 " (whe^er bits ^1" bf 'preset % or more are 

is detected among the bits defected : 6s the electronic waterrhark data or hot). ^ :v; r "' y: ~ :V 

[0190] Specifically, an address pattern corresponding to the pattern A or the like is previously stored in the semiobn- 
ductbr memory 219 or the like (S201). Then, when the dfsk r^itling/reproducing apparatus reads ; but the pattern A 
from the file identifier descriptor FID of the disk, an address pattern (as shown in FIG. 10> corresjiondirKi to the pattern 
A is read out from the semiconductor memory 219. for exa^Ie. The address pattern is compared with the electronic 

20 wat^^d^ e^cti^ from the error correctioh circuit of the optical disk to detect the similarity between them 
(S203). If the similarity is equal to or larger than a* preset valued it & determined that the electronic watermark datais 
detected abrording to the pattern ^stored In the f \\& identifier descriptor Fid ahti 5 the validity of the disk & determiried. : 
[01 91 ] in the'case of pattern B of FIG. 1 1 , it is ^ectrve to check date in the extracted electronic watermark data insert- 
ing position so as to detect electronic watermark data according to the detection rate bf T "0" (whether bits "0" of preset 

25 % or rnorie are detected among the bits detected as the electronic watermark data or hot). • ' 7 ■•' ■ : 1 ' 

[0192] Determination of validity of a disk is made in the same manner as in the case of FIG. 1 0. It is understood thiat 
the inserting positions of the i electronic : watermark d^ lines in the case of FIG. 10 and aire set on a 

letter "X" in the case of Fid 11. : \^ * ' ' , :; : 

[0193] : Injhe case of pattern C of FIG. 12, data in the- extracted electronic watermark data inserting position is 

30 checked and electronic watermark data can' be detected according to the detection rate of a bit string of alternately and 
repetitively arranged "1" and "0". That is, in the pattern of FIG. 12, a bit string of alternately and repetitively arranged 
"1" and "0* is distributed on an oblique line. Also; in this case, when thepattern C stored in the 1 He identifier descriptor 
FID is detected,^kn address pattenris read out ^frdm'the serracahductor memory 219 according to the pattern C, for 
example. Then, the electronic watermark data extradiid^rbm 'We «rror correction" circuit of the optical disk and the 

35 address pattern are compared to detect the similarity between them. If the similarity is equal to or larger than a preset 
value, it is determined that the diskisyalid. • 7 ' . . - ' „ . '," 

[0194] The second embodiments this invention has been explainedin detaO with reference to thef accompanying 

drawings. m ' ' \ ' ■ '\ ■ "* ; ' ' ' **•*•■•• ■ - - — 

[0195] Next, a UDF format used in a DVD to which the copy protecting system of this invention is : applied is explained 

40 in deteil below. First, thei UDF format used in the DVD is plained. ' % ' ' 

(< (Schematic Explanation UDF>>> n . v " \ \"\ '} ' \ \ " : "-.'* 
« What is UDF ?» " " : c ,; 

[0196] UDF is the abbreviation of a universal cfisk format and indicates the "rule relating to the file management 
metKbcf rfiaihly for the disMike date recording medium! CD-ROM, CD-R, CD-RW, DVD-video. DVD-ROM, DVD-R, 
DVD-RAM and the like utilize the UDF format specified according to "ISO9660" which is the international Standard 
Specification! \ ' •'' 

so [0197] ; ^ the ffl'e' management rhethcxi, a hierarchical fii^ system wttich bai^cally has a route directory as a parent 
and'mahages theiiie in a tree form' is used. ,; / ' . . .. .. . ->c • '» • 

[0198] In this ( example, the UDF format based on the; DVQ-RAM specification is nriainry ^explaihed, but most part of the 
expto^bfit^afed be'applied to 'the contents* of the DVD-ROM spedfication/;^ ' " 
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(( Outline of UDF>>" :r ::k o - s ; : . 0ji: _ : 

(Recording Contents of RIe Data to Data Recording Medium) v 

[0199] When data is recorded on the data recording medium, a set of data items is called "file data" and data is 
recorded in the file data unit In order to distinguish individual file data from other file data, independent file names are 
attached'tci individual' file-data items, * ..v-** 1 - • - ■ «•• .< i 

[0200] -'The file management and file search can be Easily effected by dividing file data into groups each containing a 
plurality of file aata items having the common data contents. The group of a plurality of ffle data iterris is called a "direc- 
tory" or "folder. An independent directory name (or folder name) is attached to each directory (or folder)/ 
[0201] Further, a ^plcjsrWty: «jr 'diractorieis -for-tohtan)^ara collected to make an upper-level directory (or upper-level 
folder) as an upper-level hierarchical group. In this example, file data and directory (folder) are generally called a file. 
[0202] When data is recorded, all of the data items relating to the following items (a) to (c) are records i dn a data 
recording medium (for example, the disk 10 shown in FIG. 1A): 

(a) data contents of ffle data; ^.r.- , 

(b) a file name corresponding to file data; and 

■ (c) a storage Ideation of file data (one of the directories Und'er^ich'dalais'tobestorecO: ' ' - a - r ^ : . 
^ : Further, all of the data items relating to tha following items (d) and (e) are recorded on the data r ecordina 
medium (10). c : v . _ > ^ - 

(d) the directory'name (folder name) of each directory (folder); ahd - . v ' ■■ s , j * : ; i , 

(e) the position to which the directory (folder) belongs (that is, the position of the uppers-level direc^ry/ui±)cr ^el 
folder which becomes a parent thereof). 

[0203] FIG. 14 is a diagram showing the basic relation between the hierarchical file system structure and data con- 
tents recorded on the data recording medium (DVD-RAM disk ,10). In FIG. 14, a simple example of the hierarchical file ' 
system structure is shown on the upper side and an example dfthtffBe system recording contents according to the UDF 
is shown on the lower side. ;,«cbr ; r^'^ -.; 

[0204] In FIG. 14. the logic block (sector) size is 2048 bytes. A group of continuous logic blocks (continuous sectors) 
is called an "extent" (or aggregate); Access to file data recorded on the medium is made by sequentially reading data 
and repeatedly accessing the address indicated by the data as shown by an 'access route indicated by arrows. 

(Simple Example of Hierarchical RIe System Structure) 

[0205] The ffle management system of almost all of OS including UNiX, MacOS.t MS-DOS, Windows and the like 
which are the general operating system (OS) of a small-size computer has a tree-form hierarchical structure as shown 
by an example in FIG. 14 or 20 ■■ -V . .-.S. ,, ^; - • i v . ; 

[0206] In FIG. 14, one route directory 401 which is a parent of the whole portion is providedfor one disk drive (for 
example, when one hard disk drive HDD is divided into a plurality of partitions, each partition unit is considered as one 
disk drive) and a sub directory 402 is provided under the route directory. RIe data 4034s present in the sub directory 
402. , :V - - > ; . P ■ , . r , : ^ • 

[0207] In practice, the case is not limited to the above example, the file data 403 may be present directory under the 
route directory 401 and a complicated hierarchical structure in which a plurality of sub directories '402 are serially con- 
nected may be provided. 

* • ^ ? ' '••* " *' ' ; - ■' •*;' •' : ■ c ;\ • ' : ; . • ' 
(RIe System Recording Contents on Data Recording Medium) . - ;- v v 

[0208] RIe system data is recorded in the logic block unit (or logic sector unit) and the following data is mainly pro- 
vided as the contents recorded in each logic block. « 

RIe ID descriptor FID (a descriptor sentence indicating file data) ... which describes the type of a ffle arid the file - 
name (route directory name, sub directory name, file data name, or the like). In the file ID descriptor FID, the record- . 

• ing positions of data relating to the contents of the directory and the data contents of file data following, the FiD are 
.described.. .->>- :.y. , » ..\< ■ - : , ■ ? r - . .v (i . . 

RIe entry FE;(a descriptive sentence indicating the recording position of the file contents) ... which descrflses posi- 
tions (logic block numbers) on the data recording medium in which data relating to the contents of thedirectory 
(such as the sub directory) arid the contents of file data are recorded. * 
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[0209] The central portion of FIG. 14 indicates an example of the recording contents obtained when data of the file 
system structure as shown in the upper side of FIG. 14 is recorded on the data recording medium 10. The contents of 
the above example is more specifically explained below. - . _ 

5 * The contents of the route directory 401 are indicated in the logic block of the logic block number "V. 

[021 0] In the example of FIG. 1 4, only the sub directory 402 is present in the route directory 40,1 Therefore, data relat- 
ing to the sub directory 402 is described in a file ID descriptor (FID) 404, as the contents of the route directory 401. 
Although not shown in the drawing, , data of the route .directory 401 itself is described in the same logic block by use of 
10 asentenceof the file ID descriptor. - ^ v »'■' \;.:r.;*c x-:- 

[0211] . Jnthefile ID descriptor 404of the route directory 401 r the recording position ^ 

the position in which the contents of the sub directory 402 are. recorded is described by use of . the. long allocation 
descriptpr;(U!i)(2)).. . : br : . -•**. K. k .iv::* :%o ' 

is * In the logic block of logic block number "2", the file entry 405 indicating the position in which the contents of the sub 
. directory 402 are recorded is recorded. „- _ r ; ;.;.c. •* ; ; 

[0212] In the example of FIG. 14, only the ffle data 403 is present in the sub directory 402. Therefore, the contents of 
the sub directory 402 substantially indicate the recording position of a file ID descriptor .406 in which data relating to the 
20 file data 403 is described. ;;r, 

[021 3] In the file entry 405, the short allocation descriptor therein describes (AD (3)) that the contents of the sub direc- 
tory 4Q2 are recorded in^the third logic block; : > j*. • , . - v ■*. : , ■ 

* The contents of the sub directory 402 are recorded in the logic block of logic block number "3". 

25 .... • * -. \* ; . . . • ■ • *" \ - - : ■ i ; < • 

[0214] . In the example of FIG. 14, since only the file data 403 is present in the sub directory 402, data relating to the 
file data 403 is described by the file ID descriptor 406 as the contents of the sub directory 402. Although not shown, in 
the drawing, data of the sub directory 402 itself is described in the same logic block by a sentence of the file ID descrip- 
tor. . . ; f . ;. i* ... \ .. 1 * ' . ' ....I...'-. V , V, 

30 [0215] In the file ID descriptor 406 relating to the f3e data 403,; the recording position of a tne entry 407 indicating the 
position in which the contents of the file data 403 are : recorded is described by use of the long allocation descriptor 
(LAD(4)). 

In the logic block of logic block number "4", the file entry 407 indicating the position in which the contents (408, 409) 
35 of the file data 403 are recorded is recorded. ? , , 
; . .-. < . * * < - \ 

[021 6] It is described (AD(5) , AD(6)) that the contents (408, 409) of the file data 403 are recorded in the fifth and sixth 
logic blocks by the short allocation descriptor in the ffle entry 407. 

40 * In the logic block of logic block number "5", the contents 408 of the file data 403 are recorded, r . ' * 

* In the logic block of logic block number w 6". the contents 409 of the file data 403 are recorded. 

(Method for Accessing File Data along. Data of FIG. 14) . 

45 [0217] As described above, in the file ID descriptor FID and file entry FE, logic block numbers describing data items 
succeeding thereto are described. < , - 

[0218] In the same manner as a method for reaching file data via the sub directory while descending the hierarchy 
from the route directory, the contents of the target file data are accessed while data in the logic block on the data record- 
ing medium 10 is sequentially reproduced according to the logic block numbers described.in the file ID descriptor FID 
so andfile entry. 

[0219] : That ts, in order to access the file data 403 shown in FIG. 14, first the first logic block data is read out and then 
the second logic block data is read out according to LAD(2) contained therein. Since the file data 403 is present in the 
sub directory 402, the ffle ID descriptor FID of the sub directory 402 is searched for to read AD(3)? Then, the third logic 
block data is read out according to the readout AD(3). Since LAD(4) is described in the readout data, the fourth logic 
ss block data is read out, and the file ID descriptor FID relating to the file data 403 is searched for, the fifth logic block data 
is read out according to AD(5) described therein..and then the sixth logic block is reached according to AD(6). 
[0220] The contents of the description of AD (logic block number) and LAD (logic block number): are described later. 
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< < ( Specific Explanation of Contents of Each Descriptive Sentence (Descriptor) of UDF ) > > 

<< Descriptive Sentenceof Logic Block Number >> . - : q c _< . ; : - - : . 

(Allocation Descriptor) • . .. v : , ". -. v : r 

[0221] As described in the. item (Re System Data Recording Contents on Data Recording Medium} a.descriptive 
sentence indicating the position (logic block number) in which data contained in part of the file ID descriptor FID and file 
entry and succeeding thereto is recorded is called an allocation descriptor, r . , - 

[0222]; The allocation descriptor includes a long allocation, descriptor and short allocation descriptor. : * , 

(Long Allocation Descriptor); v ~ ••<••( :; - ,-.>■ ~ 5 \- : .. r , 

[0223] : FIG. 15 is. a diagramfbr illustrating the descriptive contents ofthe long allocation>descriptor indicating the 
recording position of a continuous sector aggregate (extent) on the data recording medium. i - },-■■-'•■■ 
[0224] The long allocation descriptor LAD (logic block number) is defined by the length 41 0 of the extent, position 41 1 
of the extent, and implementation use 412. , r . 

[0225] The length 410 of the extent expresses the logic block number by use of 4 bytes, the position 41 1 of the extent 
expresses the corresponding logic block number by use of 4 bytes^and the ; implementation, use 412 expresses data 
used for the calculation process by use of 8bytes. >yr t ^ ( . : r-"-<\ •> '\ 

[0226] In this example, in order to simplify the description, an abbreviated symbol of "LAD (logic block number)" is 
used for. describing the long allocation,descrjptor. .• , , - if < ; . rVvr ;. • . 

(Short Allocation Descriptor): ~ = t ; >. : , v . 

[0227] FIG. 16 is a diagram for illustrating the descriptive contents of the short allocation descriptor, indicating the 
recording position of a continuous sector aggregate (extent) on the data recording medium 10. 
[0228]; The short allocation descriptor AD (logic block number) is defined by the length 410 of the extent and position 
411 of the extent ... . -irv** vs .1 .m r - •/ r - Vla^ • -V -IV 

[0229] The length 41 0 of the extent expresses the logic block number by use of 4 bytes, and the position 41 1 of the 
extent expresses the corresponding logic block number .by use of 4 bytea . • :; f v . 

[0230] In this example, in order to simplify the description, an abbreviated symbol of "AD (logic block nurriber)? is used 
for describing the short allocation descriptor. vm-al*', ^ , . ■;•}., > ^ A 

(Unallocated Space Entry ) . r . ; , - : 

[0231] FIG. 17 is a diagram for illustrating the contents of ; a descriptive sentence used.as an unallocated space entry 
(USE) for searching for a non-recorded continuous sector aggregate (non-recorded extent) on the, data recording 
medium.; v : . ■ -«■". ^'.V' - : .<*.,.--■ - • ■ . • 

[0232] In FIG. 17. the file type = 1 in an ICB tag indicates an unallocated space entry, the file type = 4 in the ICB tag 
indicates a directory and the file type = 5 in the ICBtag indicates file data. 

[0233] The unallocated space entry is a descriptive ; sentence used, in the space table (refer to FIGS. 21 to 23) indi- 
cating the "recorded logic block" or : "non-recorded logic block" in the recording area of the data recording medium 10. 
[0234] The unallocated space entry USE includes a descriptive tag 41 3, ICB tag 41 4, total length of allocation descrip- 
tive string 415, and allocation descriptor 416. 

* Jhe descriptive tag 413 indicates an identifier of ;the description contents and it is set to "263" in this, example. 

* xThe ICB tag 414. indicates a file type. ;v- r ; ; / . ^ : : V 

[0235] The file type = 1 in the ICB tag indicates an unallocated space entry USE, the file type = 4 indicates a directory 
and the file type = 5 indicates file data. 

* The total length of allocation descriptive string 415 expresses the total byte number of the allocation descriptive 
string by use of four bytes, ^ , ; . r ' , ? , ■./«•". 

* < The allocation descriptor 41 6 is a list of recording positions (logic block numbers) on the medium 1 0 of each extent 

(sector aggregate). For example, they are listed as (AD(*), AD(*) ADO)- : . , . , ft ' : 
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(Hie Entry) . "\ v . . ■ . ' 

[0236] FIG. 18 is a diagram for illustrating an extracted part of the description contents of fileentry which Indicates 
the recording position of a file specified in the file structure having the hierarchical structure as shown in FIG. 14. 
5 [0237] In FIG. 1 8, the file type = 1 in the ICB tag indicates an unallocated space entry, the file type = 4 in the ICB tag 
indicates a directory and the file type = 5 in the ICB tag indicates file data 

[0238] The file entry includes a descriptive tag 41 7, ICB tag 418, permission data *419 and allocation descriptor 420. 

* The descriptive tag 41 7 indicates an identifier of the description contents and it is set to "261 " in this example. / > 
io * The ICB tag 418 indicates a ffle type andthe contents ther^arethesame aS'the cort 

the unallocated space entry of FIG. 17. 

The permission data 419 indicates permission data for the record/reproduce/delete processor each user, ft is 
mainly used for attaining the security of the file. 

* The allocation descriptor 420 describes the position in which the contentsof the file are. recorded try arranging the 
is short allocation descriptors for each extent For example, they are arranged as FE(AD(*); AD(*); AD(*)). : 

(File ID Descriptor FID) 

[0239] FIG. 19 is a diagram for illustrating an extracted' part of the file ID descriptor which describes data of the file 
20 (route directory, sub directory, ffle data and the like) in the file structure having the hierarchical structure as shown in 
FIG. 14. ••• ' ----.y. : : ■ i. <-'-v ••: .r -\ . . t " • - ; ■ -.-^ : • ; 

[0240] In FIG. 1 9; the f Qe characteristic (for each file type) indicates one of the parent directory, directory, fOe data and 
file elimination flag. As the setting example of the AV file identifier (424), 1) an independent extension (.VOB, for exam- 
ple) is attached as the ffle identifier, and 2) an independent flag is inserted into the padding (437).' 
25 [0241] The file ID descriptor FID includes a descriptive tag 421, ffle character 422, data control block ICB 423, file 
identifier 424 and padding 437. ' \o * : : . . - - : . , . . . 

* ' The descriptive taig 421 indicates ^ . 

The file character 422 indicates a file type and indicates one of the parent directory, directory, file data and file elim- 
30 inatibnflag. - ' " - ■ "■"• v ' 'Ac-* . :• . • * •; •• . 

* The data control block ICB 423 describes the FE position (file entry position) corresponding to the file by use of the 
long allocation descriptor. ' ' - : 

*• The file identifier 424 describes the directory name or file name. 

* The padding 437. is a dummy field added for adjusting the total length of the file identifier 424 and "0" (or "OOOh") is 
35 generally recorded in all positions. : . ~ ' : - - . 

[0242] In this invention, computer data (DA1 . DA3) arid AV data (DA2) can be present at the same time in one volume 
space. In this case, two types of files, that is, computer ffle and AV file can mixedly be present as the ffle. 
[0243] As the setting method for setting the AV file identifier for distinguishing the AV file from the computer file, the 
40 following two methods are considered. v 1 * : - 

-1) A preset extension (.VOB, for example) is attached to the end of the file name of the AV file; 7 
2) Ah independent flag (not shown) is inserted in the padding 437 of the AV file (the flag of "1 " indicates an AV file 
* and the flag of w 6 W; incficates a computer 'file.* for exampl e) . * - - i* ? 

45 ••■ t . .T; : 'i 

[0244] Further, an encrypted user password can be recorded in the field of the padding 437. 
[0245] FIG. 20 is a diagram showing a file system structure obtained by more generalizing the file structure as indi- 
cated by the example in FIG. 1 4. In FIG; 20, numerals in parentheses indicate data relating to the contents of the direc- 
tory or logic block numbers on the data recording medium 10 in which the data contents of ffle data are stored, for 
so example. : ~ • - ' : ■ ■ ■ ■ - ; . :? • ^ ' - ; 

< < < Example of File Structure Description Recorded according to UDF » ) 

[0246] The content (the structure of the file system) described in the Kern < Outline of UDF ) Is explained below. 
55 [0247] As the management method of non-recorded position on the data recording medium (such as a DVD-RAM 
disk>10, the following methods are provided. - ' ' : ,: - 
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[Space Bit Map Method] 

[0248]' This method is a method using a space bit map descriptor for setting a flag of "recorded" or "non-recorded" in 
the bit map manner in all ; df the logic blocks of the recording afirea bf the data recording medium. *■■■"*«' 

[Space Table Method] - : / l h ■ 

[0249] This method is a method for describing thie recorded ibgic block number by listing the short allocation descrip- 
tors by use of the descriptive system of FIG. 17. * • 

10 [0250] In this case, in order to Simultaneously explain both'of ^e methods, both methods (space bit map method and 
space table method) are shown in FIGS. 21 to 23; but in practce, it is rare to simultaneously use the two methods 
(reocrddatta orl the data recording m^ium) and only brie ^ . ; ; 

[0251] Further, the description content (the arrangement- and description of the Short allocation descriptor) in the 
space table is set according to the file system structure of FIG; 20, but this is not limitative and the short allocation 

is descriptor can be freely described. - ^ , -t) v, r 

[0252] FIGS. 21 to 23 show an example in which data of the file system structure 6f FIG. 20 is recorded bri the data 
recording medium 1 6 according to the UDF format. FIG. 2 1 shows the front portion thereof, FIG. 22 shows the middle . 
portion thereof and FIG. 23 shows the latter portion thereof.- : 

[0253] In FIG. 23, LSN = logic sector niirnbef 491 , LSN = logic block number 4S2 and LLSN= final logic sectdr number 
20 493, and it is rare to simultaneously record the space bit map and space table and/generally, only one 6f the space bit 
map and the space table is recorded. • ^ ; 

[0254] As shown in FIGS. 21 to 23, a logic sector in which data relating to the filer structure 486 and file data 487 is 
recorded is particularly called a logic block**, and a logic block number (LBN) is set in connection with the logic sector 
number (LSN) (the length of the logic block is 2048 bytes like the logic sector), > :i - r!;--* ..'.»':" 

25 [0255] The contents of the main descriptors described iri FIGS. 21 to 23 are as follows, 1 

Extent area descriptive start 445 indicates the start position^ a volume recoghitibn sequence (VRS). 

* A volume structure descriptor 446 describes the explanation for the contents of a disk (the contents of the volume). 

* A boot descriptor 447 is a portion which describes the process contents at the boot time, for example, the boot start 
30 position of the computer system. .-\t .-• tttf-'vr-'. - <t K 

Extent area descriptive end 448 indicates the end position of the volume recognition sequence (VRS). 

* A partition descriptor 450 describes partition data such as the size of the partition; f s ' - < * 

[0256] In the DVD-RAM, one partition is Assigned for each volume as a general rule. * r. ^ 

* A logic volume descriptor 454 describes the contents of the logic volume. 

* /An anchor volume descriptive pointer 458 indicates the record end position of recorded data inthe recording area 
;of the data recording mediumlC. > r< > c ; • n • ... ■=;-■•■: 

Reserve data items 459 to 465 are adjusting areas for acquiring logic sector numbers for recording specified 
40 r. descriptors and "OOh" is written therein at first ^ ^ . . _ ' 

* A reserve volume d^criptive sequence 467 is a backup area of data recorded in the main volume descriptive 
sequence 449. ■ * . ' ." - - ,i v«" " '■" i ■ - j'.c..K. ■ : ' 

(<( Access Method to Rle Data at Reproducing Time))) - : « ■ ■ t \ . c ^ j ; 

45 .3 ,> * ■ • •: * * ' • \ * ■ . . . : . 1 - 1 ;, ■ ■ :'• r i .5.": . 

[0257] A method for accessing f Be data on the data recording medium 10 is explained by considering a case wherein, 
for example, the data content of f ile data H432 of FIG. 2 is reproduced by use of file system data shown in FIGS. 21 to 

:: ■* :j r ti.r. ; v. : - 

50 ;(1) Data of the boot descriptor 447 in the area cf the volume recognition sequence 444 as the boot area at the time 
of start of the disk recording/reproducing apparatus or at the time of loading of the data recording medium is repro- 
duced. The process at the boot time is started according to the description contents of the boot descriptor 447. 
.••< , ; At this time; if there is no specif ied process at the boot time, the following operation is effected. 
(2) First, data of the logic volume descriptor 454 in the area of the main volume descriptive sequence 449 is repro- 
55 duced. • f;r \- : * -.vt- ... , . ■ \ : c ■ *•■•/;.■••>. . -,. • 

(3$ Logic volume contents usage 455 is described in the logic volume descriptor 454. In this portion, a logic block 
,number indicating the position in which the ffle.set descriptor 472 is recorded is'described in the form of long allo- 
: cation descriptor (FIG. 15) On the example of FIGS. 21 to 23, LAD(100) is set and therefore, it is recorded in the 
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100th logic block). 

(4) The 1 00th logic block (400th in the logic sector number) is accessed to reproduce the file set descriptor 472. In 
the route directory IC6473 of the file set descriptor, a position (logic block number) in which the file entry relating 
to the route directory A425 is recorded is described in the form of long allocation descriptor (FIG; 15) (in the exam- 

5 pie of FIGS. 21 to 23, LAD(102) is set, and therefore, it is recorded in the 102nd logic block). 

In this case, according to LAD(102) of the route directory ICB 473. the following operation is effected.. 

(5) The 102nd logic block is accessed to reproduce the file entry 475 relating to the route directory A425 and read 
out the position (logic block number) in which data relating to the contents of the .route directory A425 is recorded 
(AD(103) : recorded in the 103rd logic block). . : : . v - 

10 .(£) Jhe 103rd logic block is accessed to reproduce data relating to the contents of the route directory A425. 

,. Since the file data H432 lies under the directory D428 series, a fileHD descriptor ,FID^ relating to the directory 
D428 is searched for and a logic block number (LAD(1 10)>rrecorded in the 1 10th logic bloc*, although not shown. 
<in FIGS. 21.tp 23) in which thefilaentryrdating to the directory D428 is recorded 

(7) The 1 1 0th logic block is accessed to reproduce the file entry .480 relating to the directory D428;and read out the 
is position (logic block number) in which data relating to the contents of the directory P428 is recorded-(AD(t1 1) - 
.-recorded in the 11 1th logic block). •.. , * . j . : ... ; . ... - v . y. m -> 

(83f..The-1 1 1th logic block is accessed to reproduce data relating to the contents of the directory D428. • - p* 

Since the fOe data H432 lies directly under the sub directory F430, a fDe ID descriptor FID relating to the sub 
directory F430 is searched for and a logic block number (LAD(1 12) : recorded in the 1 12th logic block) in which the 
20 file gentry relating to.the sub directory F430 is recorded is read out :-:*?•«"„ 

(9) The 1 12th logic block is accessed to reproduce the file entry 482 relating to the sub directory 1 F430 and read out 
the.posrtion. (logic block. number) in which data relating, to the contents. of : the sub directory F430 -is recorded. 
(AD(113) : recorded in the 113th logic block}. ■ . •/ ». . - 

(10) The 1 13th logic block is accessed to reproduce data relating to the contents of the sub directory F430 and a 
25 file ID descriptor FID relating to the ffle data H432 is searched for. Then, a logic block number in which the file entry 

relating to the file data H432 is recorded is read out (LAD(1 14) : recorded in the 1 14th logic block). 

(11) The 1 1 4th logic block is accessed to reproduce the file entry 484 relating to the f Oe data H432 and read out the 
position in which the data content 489 of the file data H432 is recorded. ■- ■ 

(12) Data is reproduced from the data recording mediurn in an order of the logic block number described in the file 
30 entry 484 relating to the ffle data H432 and the data content 489 of the file data H432 is read but . 

■ -* • \ . - .. *• • :^ "on:* ■ ' : -. • V ?. 

(((Specified File Data Contents Changing Method >.)> . . r- i *- 'r-?* 

[0258] Next, the processing method induding the access method is explained in a case wherein, for example, the data ■ 
35 content of the file data H432 is changed by use of the file system data shown in FIGS. 21 to 23. 

• -I .m s -' ?r • ■ ■ ; - " :»• ■ ' 

(1) A difference between the amounts of datacontents before;and after the change of the file data H432 is derived, 
the difference is divided by 2048 bytes, and the number of logic blocks which becomes: necessary or unnecessary 
for .recording data obtained after the change is previously calculated. , • . 
40 (2) Data of the boot descriptor 447 in the area of the volume recognition sequence 444 as the boot area at the time 
of start of the disk recording/reproducing apparatus or at the time of loading of the data recording medium is repro- 
duced. The process-at the boot time is started accorcfing to the description contents of the boot descriptor 447. 
At this time, if there is no specified process at the boot time, the following operation is effected. 

(3) First, the partition descriptor 450 in the area of the main volume descriptor sequence 449 is reproduced and 
45 data of the partition contents usage 451 described therein is read out The recording position of the space table or 

space bit map is indicated in the partition contents usage 451 (which is also called a partition header descriptor). 

* * The space table position is described in the form of short allocation descriptor in the column of the unallocated 
space table 452 (AD(80) in the example of FIGS. 21 to 23). 
so * The space bit map position is described in the form of short allocation descriptor in the column of the unaJlo- 
;. „ cated space ; bit . map 453 (AD (0) in the example of FIGS. 21 to 23). j 

(4) Access is made to the logic block number (0) in which the space bit map read out in the item (3) is descrtoed. 
Space bit map data is extracted from the space bit map descriptor, a non-recorded logic block is searched for, and 

55 use of logic blocks of a number obtained as the calculation result of the item (1) is registered (space bit map 
descriptive.data rewriting process). 

(4*) Access is madeto the logic block number (80) in which the space table read out in the item.(3) is described. 
Data from the unallocated space entry USE (AD(*)) of the space table to USE (AD(*), AD(*)) of the ffle data I is read 
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out,, a non-recorded logic block is searched for, and use oflcgic blocks of a number obtained as the result of calcu- 
lation in the item (1) is registered (space table data rewriting process). 

In the actual process; one. of the processes (4) and (4*}is effected, y / 

(5) Next, data of the logic volume descriptor 454 in the area of the main volume descriptive sequence 449 is repro- 

-:dUCed. ^ •;• .; \'H ' ' ' I'KvV. } U'U- " - 

(6) Logic volume contents usage 455 is described in the logic volume descriptor 454. In this portion, a logic block 
number indicating the position inlwhieh the file set descriptor 472 is recorded is described in the form of long allo- 
cation descriptor (FIG. 15) (it is recorded in the 100th logic block based on LAD(100) in the example of FIGS. 21 to 
23). £ j. ." " ; . .1- ■■■ ,. ■ ' , ■ -,v,- , : , : 

- (7)Jhe,100th logic block (400th in the logic sector number) is accessed to reproduce the file set descriptor 472. 
The position (logic block number) in which the file entry relating to the route cfirectory A425 is recorded is described 
-;jn-.the form of Jong allocation ^descriptor (FIG. 15) in the route, directory ICB 473 of the file ;set descriptor (it is 
recorded in the 102nd logic block based on LAD(102) in the example of FK3S.-21 to 23). : <; : 

: . The follow S : : 'X 

(8) The 102nd logic block is accessed to reproduce the file entry 475 relating to the route directory A425 and read 
out the position (logic block number) in which data relating to the contents of the route directory A425:is recorded 

b(AD(103)).<:r r ... ; r. x •iij v vi,r;-i. V .\ iv:V. ;» *:. : »<r. f 

(9) The 1 03rd logic block is accessed to reproduce data relating to the contents of the route directory A425. 

i Since the file data H432 lies under the directory D428 series, a file ID descriptor; FID relating to the directory 
D428 is searched for and a logic block number (LAD(110)) in which the file entry relating to the directory D428 is 
y recorded is read out. ... : .;.•■■>.■■ ,.• ■ r ■'>—. r 'a?;--- - 1^- * ■ /. " r ; ■■"». '■■ "*->"a- ve J.-... 

(10) The 1 10th logic block is accessed to reproducelhe file entry 480 relating to the directory D428 and read out 
n the position (logic block number) in which data relating to.the contents of the directory D428 is recorded (AD(1 11)). 

(11) The 1 1 1th logic block is accessed to reproduce data relating to the contents of the directory D428. 

w Since the file data H432 lies directly, under the sub directory F430, a file ID descriptor FID relating to the sub 
directory F430 is searched for and a logic btocknumber. (LAD(1 12))jn which the file entry relating to the sub direc- 
tory F430js recorded is read out: ■ /-;>• r> * ' :-;f : r : : • ' . 

(12) The 112th logic block is accessed to reproduce th&fpe entry: 482 relating to the sub directory F430 and read 
•out Jhe, position (logic block number) in which data relating to the contents of the sub directory F430 is recorded 

,(AD(113)).- V ,o<v 1 . •• <, 

(13) The 1 13th logic block is accessed to reproduce data relating to the contents of the sub directory F430 and a 
file ID descriptor FID relating to the file data H432 is searched for. Then, a logic block number (LAD(1 14)) in which 

i the f ile entry relating to the file data H432 is recorded is read-out . , ,< 4 . > ; - 

(14) The 1 1 4th logic block is accessed to reproduce, the f ile entry 484 relating to the file data H432 and read out the 
-position in which the data content 489 of the file data H432-.IS recorded:.;.- . *. : - 

(15) The data contents 489 of the file data H432 obtained after the change are.recorded by .taking the logic block 
number additionally registered in the process (4) or (4*) into consideration. 

: • \<*v; i. ' ^ \ ■: ) ^ ..>... • . r , \ - ■< ' ■- },: • ■ ' .-.r 

((< Specified ftle Data/Directory Delete Prpces^ng Method >>> ^ i - ; • 

[0259] . As one example, a method for deleting the file data H432 or sub directory F430 is explained. 

(1) Data of the boot descriptor 447 in the area of the volume recognition sequence 444 as the boot area at the time 
of start of the disk recording/reproducing apparatus or at the time of loading of the data recording medium is repro- 
duced. The process at the boot time is started according to the description contents of the boot descriptor 447. 

•v , .At this time, -if there is no specified process at the boot time, the following operation is effected. 

(2) First, data of the logic volume descriptor 454 in the area of the main volume; descriptor sequence 449 is repro- 

- duced. v . • .. , • !••■• <: . -V •-; .' 

. (3) Logic volume contents usage ,455 is described in thejogic volume descriptor 454, and in this portion, a logic 
block number indicating the position, in which the file set descriptor 472 is recorded is described in the form of long 
allocation descriptor (FIG. 15) (in the example of FIGS. 21 to 23, it is recorded in the 100th logic block based on 

; LAD(100)), : : , ; - ; ; : , - ! ■ ,A * " " ' > ■ ■ - : ' • ' ' ' ' ' 

(4) The 100th logic block (400th in the logic sector number) is accessed to reproduce the file set descriptor 472. In 
c the route directory ICB473 of the file set descriptor, a position (logic block number) in which the file entry relating 
to the route directory A425 is recorded is described in the form of long allocation descriptor (FIG. 15) (in the exam- 
pfe of FIGS. 21 to 23, it is recorded in the 102nd logic block based on LAD(102)). 

;>/. r .Irvthis case, accorcfing to : LAD(102) of the, route ; directory ICB 473, the following operation is effected. 

.,(5) The 102nd logic blockis accessed to reprcxluce the file entry 475 relating to the route directory A425 and read 



24 



EP 0 908 881 A2 



out the position (logic block number) in which data relating to the contents of the route directory A425 is recorded 
(AD(103)). : - 

(6) The 1 03rd logic block is accessed to reproduce data relating to the contents of the route directory A425. 

Since the file data H432 lies under the directory D428 series, a file ID descriptor FID relating to the directory 
D428 is searched for and a logic block number (LAD(1 10)) in which the file entry relating to the directory D428 is 
recorded is read out r 

(7) The 1 10th logic block is accessed to reproduce the file entry. 480 relating to the directory D428 and read out the 
position (logic block number) in which data relating to the contents of the directory D428 is recorded (AD(1 11)). 

(8) The 1 11th logic block is accessed to reproduce data relating to the contents of the directory D428. 

Since the ffle data H432 lies directly under the sub directory F430,-a file IDrdescriptor FID relating to the sub 
directory F430 is searched for. : c • : : 

Assume new that the sub cfirectory.F430 is deleted In this case, a "file delete flag" is set in -the file character- 
istic 422 (FIG. 19) in the ffle ID descriptor FID relating to the sub directory F430: 

Then, a logic block number (LAD(1 12)) in which the file entry relating to the sub directory F430 ts recorded is 
.read out - - : . ■ • - :. ; . • • ■ .' \ ■ 

(9) The 1 12th logic block is accessed to reproduce the file entry 482 relating to the sub dSrectory F430 and read out 
the position (logic block number) in which data relating to the contents of the sub directory F430 is -recorded 
(AD(113)). ; ■ . - 

(10) The 1 13th. logic block is accessed to reproduce data relating to the contents of the sub directory F430 and a 
file ID descriptor FID relating to the ffle data H432 is searched for. - - : . 

Next, assume that the file data H432 is deleted. In this case, a "f Oe delete flag" is set in the file characteristic 
422 (FIG • 19) in the file ID descriptor FID relating to the sub directory H432. ■ ' : i : . - 

t r :Then, a logic block number (LAD(1 14)) in which.the file entry relating to the file data H432 is recorded is read 
out .'S . . ? -i ■ • . ■..:/..*'.'•-..*'--....: ...-.>*.-' [■ ■■ :y /• « 

(11) The 11 4th logic block is accessed to reproduce the file entry 484 relating to the ffle data H432 and read out the 
position™ which the data content 489 of the file data H432 is recorded. 

In a case wherein the file data H432 is deleted, a logic block in which the data content 489 of the file data H432 
is recorded ;is released by the following method (the logic block is registered as the rioivrecord state): 
; (12) Next, the partition descriptor 450 in the area Of the main volume descriptive sequence .449 is reproduced to 
read out data of the partition contents usage 451 described therein. The recording position of the space table or 
space bit nrap is indicted in fr^ Vi's 
. ' ' ^ •' ■».: s ;-_ :v:--- : ^*'--' - '.' ^ 

* The space table position is described in the form of short allocation descriptor in the column of the unallocated 
space table 452 (AD(80) in the example of FIGS: 21 to 23), h " • *■*>• - • ' < 

* The space bit map position is described in the form of short allocation descriptor in the column of the unallo- 
/ cated space bit map 453 (AD(0) in the exampleof FIGiS; 21 to 23). 

(13) The logic block number (0) in which the space bit map read out in the process (12) is described is accessed 
and the "to-be-released logic block number" obtained as the result of theprocess (11) is rewritten to the space bit 
map descriptor. 

(13") The logic block number (80) in which the space table read out in the process (12) is descrbed is accessed 
and the "to-be-released logic block number obtained as the result of the process (11) is rewritten to the space 
table: . .:•'•'! r o--- ; : ■> • v 

-In the actual process, one of the processes (13) and(1 3") is effected. 

In a case where the ffle data H432 is deleted, the following processes are effected. 

(12) The same processes as the above processes (10) and (1 1) are effected to read out the position in which the 
data content 490 of ffle data 1 433 is recorded. '* " . ■ : 

(13) Next, the partition descriptor 450 in the area of the main volume descriptive sequence 449 is reproduced to 
read out data of the partition contents usage 451 described therein. The recording position of the space table or 
space bit map i is indicated in the partition cortents usage (partition header descriptor) 451. 

The space table position is described in the form of short allocation descriptor in the column of the unallocated 
space table 452 (AD(80) in the example of FIGS.21 to23). ' ' 

The. space bit map position is described in the form' of short allocation descriptor in the column of the unaJIo- 
r cated space bit nriap : 453 (AD(0) in the example of FIGS. 21 to 23), - - " 

(14) The logic block number (0) in which the space bit map read out in the process (13) is described is accessed 
and the "to-be-released logic block number" obtained as the result of the processes (1 1) arid (1 2) is rewritten to the 
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space bit map descriptor U i ^ ; v . . 

t.(14*) The logic block number (80) in which the space table; read out in the process (13) is described is accessed 
and the lorbe-released logic block number"; obtained as th^ result of .the processes (11) and (1 2) is rewritten to the 
space table. 

[0260] In the actual process, one of the processes (14) and, (1 4*) js effected. 

<<( File Data/Directory Adding Process))) !> / . : : ' : 

[0261]. As one example, an acoassing/addlng.processing method for newly adding file data or directory under the sub 
directory F430 is explained. 

(1) In'the case cf adding file data, the capacity of the file data contents to be added is checked, the value is divided 
by 2048 bytes, and the number of logic blocks necessary for adding the ffle data is previously calculated. 

(2) Data of the boot descriptor 447 in the area of the volume recognition sequence 444 as thaboot area at the time 
of start of the disk recording/reproducing apparatus or at the time of loading of the data recording medium is repro- 
duced. The process at the boot time is started according to the description contents of the boot descriptor 447. 

At this time, if there is no specified process at the boot time, the following operation is effected. 

(3) First, the partition descriptor 450 in the area of the main volume descriptive sequence 449 is reproduced to read 
out data of the partition contents usage 451 described therein. The recording position of the space table or space 

i bit map is indicated in the partition contents usage -(partition header descriptor) 451. ^< , : :?fV ■ > 

• a '■" V : • : : ;',.v:: :.»- •;. .v run-- 1 ;; -V :- ;:i.s| •= ... { y -, 

The space table position is described in the form of short allocation descriptor in the column of the unallocated 

s ^ space table 452 (AD(80) in the example of FIGS. 21 to 23). - ; . 

: The space bit map position is described in the form of short allocation descriptor in the column qf the unallo- 
cated space bit map 453 (AD(0) in the example of FIGS.: 21 to 23). _ 

„ (4) The logic block number (0).in which the space bit map, read out in the process (3) is described is accessed. 
« Space bit map data is extracted from the space bit map descriptor, a norvrecorded logic block js searched for, and 
use of logic blocks of a number obtained as the result of calculation in the process (1) is registered (space bit map 
descriptive data rewriting process). ^ ~ f 

(4^) The logic block number (80) in which the space table read out in !he process (3) is described is accessed. Data 
-from USE (ADO) 461 of the space table to USE (AD{*), AD{*)} 470 of the fitedata I is read out. a non-recorded 
v logic block is searched for; and use of logic blocks of a number obtained as the result qf calculation: in the process 
(1) is registered (space table data rewriting process). ; « r >. -' vr> .., - t ^ 

:ln,the actual process^one of the processes (4) and (41),is effected. ~ M : 

(5) Next, data of the logic volume descriptor 454 in the area of the main volume descriptive sequence! 449 is repro- 
duced; •* ; v , V- : j • " . • — .'- "... f . 

(6) Logic volume contents usage ,455 is described in the logic yclume descriptor 454, and in tfiis portion, a logic 
block number indicating the position in which the file set descriptor 472 is recorded is described in the form of long 

..allocation descriptor (FIG. 15) fit is recorded in the 100th logic block based on LAD(100) in the example of FIGS 

21 tO 23). . ,,.r/ -• .-.-,:*■. - : .; r . r • . - . ly , . - 

(7) The 100th logic block (400th in the logic sector number) is accessed to reproduce the file set descriptor 472. 
The position (logic block number) in which the ffle entry relating to the route cfirectory A425 is recorded is described 
in the form of long allocation descriptor (FIG. 15) in the route directory ICB 473 of the ffle set descriptor (the .file 
entry relating to the route directory A425 is recorded in the 102nd logic block based on LAD(102) in the example of 
FIGS. 21 to 23). , r ,. v . . y > \ . „ : .^...v 

■ The.following processes are effected according to LAD(102) of the route dirotory ICB 473. . : j I 

(8) The 102nd logic block is accessed to reproduce the file entry 475 relating to the route directory A425 and read 
> out the position (logic block number) in which data relating to the contents of the route directory A425 is recorded 
(AD(103)). - , V ; f : r /, ■ 

*.(9) The : 103rd logic block is accessed to reproduce data relating to the contents of the route directory A425. 

A file ID descriptor FID relating to the directory D428 is searched for and a logic block number (LAD(1 1 0)) in 
which the file entry, relating to the directory Q428 is recorded is read out %yt 

00) The, 1 10th logic block is accessed to reproduce the ffle entry 480 relating to the directory D428 and read out 
^ the position (logic block number) in which data relating to the contents of the directory D428 is recorded (AD(1 1 1 )). 
>(i 1). The 11 1th logic block is accessed to reproduce data relating to the contents of the? directory D428. 

A file ID descriptor FID relating to the sub directory F430 is searched for and a logic block number (LAD(1 12)) 
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in which the f fle entry relating to the sub directory F430 is recorded is read out 

(12) The 1 12th logic block is accessed to reproduce the ffle entry 482 relating to the sub directory F430 and read 
■ out the position (logic block number) in which data relating to the contents of the sub directory F430is recorded 
(AD(113)). 

5 (13) The 1 13th logic block is accessed to register the ffle ID descriptor FID of the directory or ffle data to be newly 
added to data relating to the contents of the sub directory F430: * - 

(14) The logic block number position registered in the process (4) or (4*) is accessed to describe the file entry relat- 
ing to the directory or file data to be newly added. 

(15) The logic block number position described in the short allocation descriptor in the ffle entry in the process (14) 
w is accessed to record data contents of file data to be added or the ffle ID.descriptor-F IDaf a parent directory relating 

to the directory to be added. 

[0262] Irf FJGS. 21 to 23, LSN is an abbreviated symboUndicating the logic sector-number (LSN) 491, LBN is an 
abbreviated symbol indicating the logic block number (LBN) 492, and LLSN is an abbreviated symbol indicating the last 
15 logic sectdr number (lastrLSN) 493/ r ,->•- r :v\' : • ■ ;.' 

<< Feature ofUDFXr >- I: ■:*!•;* . .„ i ■ /■ -y ■ / > - ~. — . c.v -f 

(Explanation for Feature of UDF K T - - - 

20 sr' ' .! l ;- ,c : , ii'»M;i. " ■ ■" \ • ■■ .r.-'ff r.:- t.-c* " ' ■ . •. i • 

[0263] The feature of the universal data format UDF is explained below in comparison with the ffle allocation table FAT 
used in a hard disk HDD, floppy disk FDD, optical-magnetic disk MO or the like. 

(1) In the FAT, the management table (file allocation- table) of allocation of a file to the data recording medium is 
25 locally and collectively recorded on the data recording medium, but in the UDF, file management data can be dis- 
tributed and recorded in desired positions on the disk:^ > ! * ; .: ■ - ' : 

Since management data is collectively controlled in the file management area in the FAT, it is suitable for appli- 
cation which* equires the file structure to be frequently altered (particularly, for frequently rewriting application) (this 
'• is because management data is recorded in a concentrated position and can be easily rewritten). In the FAT, since 
30 the recording position of file management data is previously determined, it is necessary to use a recording medium 
of high reliability (having a less defective area). 

In the UDF, since file tnanagement data is arranged in a distributed manner, and it is suitable for application 
(mainly, additionally describing application) in which* the file Structure is not so often greatly changed and a new ffle 
• structure is added later to a portion under the hierarchy (mainly, a portion under the route directory) (this is because 
35 an altering portion of the former ffle management data is less at the time of additional description). 

Further, since recording position of the distributed file management data can be freely specified, it is possible 
to record data in a position other than the inherent ^ defective portion. " v ..<•.• »■ • 

Further, since file management data can be recorded in a desired position, the advantage of the FAT can be 
attained by collectively recording all of the file management data items inone portion and it can be considered as 
40 : a file system having a great deal of flexibility. '*•*'•* •• : 

(2) In the UDF, the minimum unit (such as the minimum logic block size or minimum logic sector size) is large and 
it is suitable for recording of video data or music data having a large amount of recording data. . 

[0264] That is. the logic sector size of FAT is 512 bytes, but the logic sector (block) size of UDF is 2048 bytes and is 
45 thus larger. • " •• A *v . ;i ; . i. .. . • • ; 

[0265] In the UDF, the recording position on the disk for ffle data and ffle management data is described in the allo- 
cation descriptor as a logic sector (block) number. 
. [0266] A medium on which digital data having an error correction code attached thereto can be recorded is used as 
a data recording medium used in the copy protect system using the electronic watermark according to this invention. 
so Data obtained by adding electronic watermark data whose capacity does not exceed the error correction ability of the 
reproducing side to the digital data is recorded on the data recording medium. 

[0267] When data is reproduced from the data recording medium, the position in which the electronic watermark data 
is recorded on the data recording medium or the contents of the electronic watermark data are extracted and read out 
in a reproducing apparatus (or reproducing method) of this invention. Whether data recorded on the data recording 
55 medium is original-data or dishonestly copied data is determined based on the thus extracted and readout data con- 
tents. ' *Y K - r - ' ' , n • ■"' - - w * '•• ... 
[0268] The following effects can be attained by using the copy 'protect system using the electronic watermark accord- 
ing to the iriveritioh. - ' . ' V» - ' - ^ : n 
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(1) Dishonest copying on a recordable digital data recording medium such as a DVD-RAM disk can be stably and 
strongly prevented by a relatively simple method. 

(2) This invention can be applied to any type of data recording medium, for example, a recordable/deletable data 
recording medium such as a DVD-RAM disk, a data recording medium such as a DVD-R in which data can be only 

5 additionally recorded or a reprodudng-only data recording medium such as a DVD-ROM, DVD video. 

Further, the following effects can be attained by applying a copy protect system using the electronic watermark 
• according to this- invention. to an actual- product. 

:(3) The structure of a disk reproducing apparatus or disk recording/reproducing apparatus can be simplified or the 
parts thereof can be commonly used by providing the same copy protect function for various types of disk repro- 

10 ducing apparatuses and disk recording/reproducing apparatuses such as rewritable disk recording/reproducing 
apparatuses and reprodudng-only disk reproducing apparatuses. ■. i w- * 

(4) Since the safe and strong copy protect function can be attained by adding a simple circuit to the conventional 
disk reproducing apparatus or disk recording/reproducing apparatus, the cost of the apparatus can be easily low- 
iered; )' ■■ . t> .;?*•':; io; . : '-\ {• : -.: j ' ■ t ; •., „;,-. ■ r" 

is (5) A person who has formed file data inputs a password, when the formed file data is recorded on a data recording 
medium. The same data of the "password" is encrypted and recorded in the f He management area (in the FID) and 
it is recorded as electronic watermark data having a recording form different from that of the former data in a posi- 
tion (which is different from the file management. area) in which the data contents of the file data are recorded. 
Thus, dishonest copying can be positively detected by recording the same data of the "password" in different 

20 recording forms in different positions on the data recording medium and comparing the recorded.data items. - 

v (6) An error correction code is attached to the electronic watermark data itself, and therefore; even if an error is 
introduced into the electronic watermark data because of the.def ect on the data recording medium on which it is 
recorded, the error can be corrected and correct data can be reproduced. 

25 Claims •, r- ■■■ - '.v ^-v- *: ;. - . ; . p. / >- % t%- P : V^-. :- \; 

1 . A copy protecting method for an optical medium characterized by comprising: 

a writing step (FIG. 2, S113, FIG. 3, S127) of writing watermark data (FIG. 1B, atop) as ECC data in a data 
30 storage area (25, 1 1 , 12, 13) of a disk (10) having a certain data stored therein. 

2. A copy protecting method according to daiml, characterized by further comprising: 

. an extraction step (FIG..4, S136) of extracting the watermark data from the ECC data, of the disk; and 
35 a determining step (S1 38) of comparing the extracted watermark data with collation data^PW) and determin- 

ing a validity of the disk based on the result of comparison. . ; , , J ^ ^ . . / 

3. A copy protecting method according to daim 2, characterized by further comprising an.outputtng step (S 141, 
S1 42) of deleting the watermark data from the certain data stored in the disk after said determining step and read- 

40 > ing out and outputting only the certain data. . • - ; ■ . , 

4. A copy protecting method according to claim 1 , characterized by further comprising: ■«■,.. , 

a second writing step (S1 11) of writihg the collation data in a preset position of the data storage area (25, 1 1, 
45 12, 13) of the disk;/ ... :;> 

an extraction step (FIG. 4 S136) of extracting the watermark data from the ECC data <rf the disk; and 
- a determining step (S138) of reading out the collation data written in said second writing step from the preset 

position, comparing the extracted watermark data with the readout collation data and determining the validity 

of the disk based on the result of comparison. 
50 '••'•>' -O „ , - v ..;.;•;./. , < ,= - ... - ; ■• ■" 

5. A copy protecting method according to claim 1, characterized by further comprising: : 

ov'./c';.-. 'i:-. ■;/:■:.!■■•. ■ ■. r •. ,.: >. . / - ■ ... ■ 

an encrypting step (S107) of encrypting the collation data; 

a writing step (S1 11) of writing the encrypted collation data into the preset position of the data storage area 
55 . (25, 11, 12^13). ottbedisk; vt , . , . : i; % ) r 

. • a decrypting step (S1 33).of reading out and decrypting the encrypted collation data written in the preset posi- 
Y tion;and •;. ■. ,.,"•■„!• »•..:•;.•. ; - . , t : - 

a determining step (S138) of comparing the decrypted collation t data decrypted in said decrypting step and the 
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extracted watermark data and determining a validity of the disk based on the result of comparison. 

6. A copy, protecting method according to claim 2, characterized by further comprising: 

5 a storing step (S20 1 ) of storing the collation data relating to the inserting position of the watermark data into a 

* 1 storage area (219) of a reproducing apparatus for the disk which effects said determining step; and 

a determining step (S203) of comparing the inserting position of the extracted watermark data and the collation 
• data relating to the inserting position of the watermark data stored in said storing step and determining a valid- 
ity of the disk based on the result of comparison. ■ •;■ ' \^ * V 

7. An optical medium characterized by comprising: *-. -~ * j . - 

a data-storage area (28) formed on a disk (10). for storing data; and : .:-.-.*!•": 
a plurality of ECC blocks (25, 1 1 , 12, 13) provided in said data storage area, for storing watermark data (FIG. 
is * 1 B, a : to p):as ECC data together with a certain data. * . .r-cilvw -v':,-, 

8. An optical medium according to claim 7, characterized in that the electronic watermark data is deleted by ah error 
correction function in a reproducing apparatus for reading the optical medium: 

20 9. An optical medium according to claim 7, characterized in that said data storage area includes a data storage area 
{28) for storing collation data (PW) which is compared with the electronic watermark data, for determining a validity 
of the optical medium in a reproducing apparatus for reading the optical medium. 

10. An optical medium according to claim 7, characterized in that said data storage area includes a data storage area 
25 (28) for storing collation data (PW) in an encrypted form which is compared with the electronic watermark data, for 

determining a validity of the optical medium in a reproducing apparatus for reading the optical medium. 

■ • .. ... \ \ .-vac- .. . : a - ... 

11. An optical medium according to claim 7, characterized in that the watermark data consists of bits "1" or "0" and is 
'regularly arranged in said plurality of ECC blocks.' : f! . 

30 \\ t% .\ ; ^ . . : • ■ v: • ? • ■ 

12. An optical disk reprodudng apparatus characterized by comprising: 

' • . * . V" 's- . ■ • • . \ •* . , • ; : . * * »«•'>: 

extraction means (FIG. 4, S 1 36, 229) for extracting watermark data from ECC data of a disk in which the water- 
mark data (FIG. 1B, a to p) is written as the ECC data in a data storage area (25, 11, 12, 13) of the disk having 
35 *• acertain data stored therein; and w ! ^ ,u.-;v / . . r; k - • . , 

reproduction means (222) for reproducing the certain data stored in the data storage area of disk. ' 

13. Ah optical disk reproducing apparatus according to claim 12, characterized by further comprising: 

40 determining means (219, 220, S1 38) for comparing the extracted watermark data with collation data (PW). and 

determining a validity of the disk based on the result of comparison; and 

outputting means (222, 224) for deleting the watermark data and error data from the certain data based on the 
ECC data and outputting the certain data subjected to the deletion process. 

45 14. An optical disk reproducing apparatus according to claim 13, characterized in that said determining means includes 
determining means (21 9. 220, S1 38) for reading out the collation data (PW) from the disk, comparing the extracted 
watermark data with the collation data (PW) arid determining the validity of the disk based on the result of compar- 
ison.' * ~ • v-. ■:. . ■■' . ., ■ , .... *r m 

so 1 5. An optical disk reprodudng apparatus according to claim 1 3, characterized in that said determining means includes 
determining means (219, 220, S1 33, S1 38) for reading out the collation data (PW) from the ask and encrypting the 
same, comparing the extracted watermark data with the encrypted collation data and determining the validity of the 
disk based on the result of comparison. : • c.-.- „ • 

55 16. An optical disk reprodudng apparatus according to claim 13, characterized in that said determining means indudes 
determining means (21 9, 220, S1 38) for comparing the inserting position of the watermark data in the ECC block 
of the extracted watermark data with the collation data having inserting position data and determining the validity 
of the disk based on the result of comparison.' • - *- 



29 



EP0908881 A2 , • 

1 7. An optical disk reproducing apparatus according to claim 1 3, characterized in that said determining means includes 
determining means (219, 220, S138) for reading out the collation data having inserting position data stored in the 
storage area (219) of the optical disk reproducing apparatus, comparing the inserting position of the watermark 
data in the ECC block of the extracted watermark data with the readout collation data and determining the validity 
5 of the disk based on the result of comparison. 
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